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Study of hidden
Mmessages

Pig Latin
Caesar cipher
All two-way ciphers
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Coding Is one-way

Easy to encode,
difficult to decode

Only Alice knows
how to decode her
message

Safest way to send
a message, keep
from hackers

Sender

Clear text

Recipient

Clear text

Encrypted text

Recipient's private key



Trap-door cipher
Factoring Problem
Semiprime numbers




RSA Encryption

© Encoding key:

C=MemodN  (N,e)
~ Decoding key:

M=CmodN  (N,d
- N=pg

- @=(p-1)(a-1)
o els '




Dan chooses p=11,
=5

N=55, ¢p=(11-1)(5-1)=40
e=3

ed=Tmodep

Extended Euclidian algorithm:
ed-1=¢pa
3d-1=40a
d=(1+400q)/3
a=2,d=27

Public key: (N,e) to
Jenna: (85,3)

Private key:
(N,d)=(55,27)

Jenna Uses
encoding key
C=MemodN
C=73mod55
C=13



Dan receives the

message “13"
Decoding key: M=C9modN
M=132mod55
1327=1316*138*132*] 3!

Property of modular
arithmetic:
bcmodn=(bmodn*cmodn)mo
dn

Compute partial modulus in @
table:

13'mod55=13
13?2mod55=4
(132)2mod55=16
(134)2mod55=36
(13%)2mod55=31
(13*4*36*31)mod55=7




Calculate d,,d, ., and h h=(g"(m,;-m,))modp

d,= dmod(p-1) h=(3*(7-3))mod]1 1
d,=2/mod10 d =7 h=12mod11, h=1
dq,=dmod(qg-1) M=m,+h*q

dg=27mod4, d= 3 M=3+1*4, M=7

q'= d;modp, More efficient way of
q'=3mod11, q'=3 decoding

m,=cmodp
m,=13’'mod11, m,=7
m,=c99modq
m,=13>mod5, m,=3



\

Very Secure!l Using large N

© Factoring problem

= Trap door

- Computers cannot factor large integers
- Trusted by billions
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Wolfram|Aloha doesn't know how to interoret vour input. @

WolframAlpha &

= £ Factorinteger(55]

Input interpretation:

factor 35

Prime factorization:

Divisors:

1|5 11| 55(4divisors)
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Sources

® h’r’rm@ org/node/10781

® hitp: //WWW\SQ edu/dept/molecular-
science/RSApics.ntm

® http: //donplorsuer’r\«(ordpress com/20]1
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