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Abstract. Cryptography helps users communicate securely over an un-
trusted medium. Secret Key Cryptography allows users to communicate
by sharing a secret key. However, key distribution becomes burdensome
as number of users increase. Public Key Cryptography addresses this is-
sue but requires a public key infrastructure to deploy its algorithms. To
over this shortcoming, Shamir presented Identity based Cryptography
which led to its extension, Attribute Based Encryption (ABE). We focus
on ABE and specifically on Cipher Text policy based ABE. We propose
a scheme which unlike previous approaches adds revocation to a multi-
authority setting. Our scheme is based on mediated CP-ABE where a
trusted third party enables attribute revocation and loosely inspired by
the Single Authority No Mediator scheme proposed by Bethencourt et
al. We extend this scheme to a multi-authority setting with a single me-
diator. We prove the security of our scheme using the generic bilinear
group model.
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1 Introduction

As an alternative to traditional encryption techniques wherein a certificate binds
a user’s public key, Shamir introduced the concept of Identity Based Encryption
(IBE) [2] in 1984 to eliminate certificate storage. Shamir’s approach used a user’s
id such as an email-id or his designation as the public key. The first practical
implementation of such a scheme was proposed in 2001 [10]. However, IBE was
applicable only to one-one communication, and hence in 2005, its variant Fuzzy
IBE (FIBE) [1] was proposed for multicast communication. FIBE further led
to the more expressive Attribute based Encryption (ABE) [1]. Attribute Based
Encryption that is based on exploiting a user’s attributes as a mechanism for
deploying the keys, further has its variants in the form of Key Policy based ABE
(KP-ABE) [19] and cipher text policy based ABE (CP-ABE) [7]. In CP-ABE,
the encryption key is specified by an access policy T and the decryption key is
attributed to a set of attributes S, while in KP-ABE, these keys are reversed.
Thus, both KP-ABE and CP-ABE are complementary to each other. A user
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could decrypt a message, if the policy T has the set of attributes S
′

common to
S.

Now any ABE scheme fundamentally requires some authority for attribute
management. Such a scheme could involve a single authority or multiple au-
thorities depending on the application. Several researchers have proposed single
authority ABE schemes [8], [11], [13], [12], [15]. However, we observe that there
exists various real world applications that inherently have multiple authorities.
As an example, a student enrolled in courses across multiple departments may
have attributes associated with each of these departments. Hence, designing a
multi-authority ABE scheme was an interesting open problem first proposed by
Sahai and Waters in [1] and later solved by Melissa Chase [14] in 2007.

In addition, since change is imminent in the real world, after the attribute
based keys have been agreed upon using key authorities as the facilitators, it
is necessary that appropriate mechanism for revocation of keys exist in any
security implementation. Hence, it is essential for any practical scheme to have an
attribute revocation feature. Numerous approaches for key/attribute revocation
have been proposed in [3], [5], [13], [17] and [18].

Numerous algorithms for single authority ABE can be found in existing liter-
ature. These algorithms also incorporate attribute/key revocation features. All
these schemes have certain limitations such as inefficiency (M.Pirretti [15] and
Boneh approach [10]), non scalability (proxy re-key approach [17]), unreliabil-
ity(Proxy re-encryption approach [18]) and non-applicability to CP-ABE (Vipul
Goyal approach [3]) as explained in the related work section. Furthermore, al-
gorithms that have been proposed for multi-authority ABE schemes do not in-
corporate revocation. Hence to overcome the shortcomings of the approaches
discussed above, we propose a scalable scheme that supports revocation in a
multi-authority environment using mediated CP-ABE [13]. This combination of
Multi-Authority ABE with revocation seems to be a reliable approach to en-
sure data privacy. To the best of our knowledge, this is the first attempt in this
direction.

The rest of the paper is organized as follows. In Section 2, we summarize
the related work in the area of Multi-Authority ABE and Attribute Revocation.
In Section 3, we discuss the proposed algorithm and detail its construction. In
Section 4, we explain security assumptions used in the proposed scheme and
prove security of our scheme. In Section 5, we illustrate the test application for
our proposed scheme and discuss empirical evaluation. In Section 6, we discuss
future work and conclude the paper.

2 Related Work

2.1 Multi-Authority ABE

The problem of Multi-Authority ABE was posed by Sahai and Waters in [7]
which was later solved by Melissa Chase [14] in 2007. She used the concept
of Global Identifier GID to identify each user uniquely and a PRF (Pseudo
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Random function) to generate the secret key from different authorities. However,
the concept of a GID introduces a privacy risk as all the attributes are related
to a GID and an authority will learn the entire profile of a user. To overcome
this limitation of Multi-Authority ABE, an approach to remove the GID and
the central authority was proposed in [16]. However, this approach was based on
stronger assumptions and was applicable to KP-ABE. Hence designing a Multi-
Authority CP-ABE remained an open problem. Furthermore, this scheme was
limited to AND policy expressiveness over a predefined set of attributes. In 2011
Waters et al. [4] proposed a Multi-Authority CP-ABE scheme and they used
dual encryption methodology to prove their system.(For details Refer [6]). We
have used the basic concept from Waters et al. [4] to create a Multi-Authority
environment in our scheme.

2.2 Key/Attribute Revocation

Revocation: One of the first attempts at revocation was made by Boneh and
Franklin [10] in 2001. They suggested a simple method for revoking the keys in
IBE by attaching the date along with the key. However, this incurred extra load
on a PKG to verify the keys. The PKG had to be online all the time and hence
this approach was not scalable. Another approach to mitigate the revocation
problem was to use a hardware device that generated a fresh random token
only for the non-revoked users without interacting with the PKG. However, the
hardware needed to be tamper resistant. Hence, this was not a reliable approach.
One of the first attempts at revocation for ABE was made by M. Pirretti in [15].
His revocation technique originated from an approach used to provide revocation
in IBE. In his approach, every attribute would be active for certain specific time
after which it would get revoked. However this scheme induced an extra load
on the PKG to renew the attributes periodically and hence was not an efficient
approach.

Efficient Revocation: Thereafter, Vipul Goyal proposed an IBE scheme
with efficient revocation by combining binary tree data structures with FIBE
[3]. His scheme was also applicable to KP-ABE, but its applicability to CP-ABE
was not clear. Another approach towards revocation in CP-ABE was proxy re-
encryption1 technique that made use of the proxy severs[17]. However, the proxy
servers could be dishonest or could be compromised and hence the scheme was
not very secure. In 2011, with the aim of providing encryption based access con-
trol in social networks the authors in [18] used the concept of proxy re-keying by
deploying minimally trusted proxy servers to enable efficient revocation. How-
ever, both the previous approaches were limited to revoking a predefined number
of attributes. Hence the approaches were not scalable to large number of users.

Thus, the limitation of existing approaches for revocation in ABE range
from inefficiency (M.Pirretti and Boneh approach), non scalability (proxy re-key

1 Proxy re-encryption involves using a re-encryption key rka ↔ rkb to translate ci-
phertexts using public key pka into cipher-texts encrypted using public key pkb and
vice versa.
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approach), unreliability(Proxy re-encryption approach) and non-applicability
to CP-ABE (Vipul Goyal approach). Furthermore, none of the revocation ap-
proaches were tailored for a multi-authority environment. Hence to overcome the
shortcomings of the approaches discussed above, we propose a scalable scheme
that supports revocation in a multi-authority environment using mediated CP-
ABE [13].

3 The Proposed Algorithm

An ABE scheme requires some authority for attribute management. Such a
scheme could involve a single authority or multiple authorities depending on
the application. In some applications such as an educational institute or health
care systems, users might possess attributes from multiple authorities. Addition-
ally, key revocation is one of the essential requirements in both IBE and ABE
as the private key expires or could be compromised. Researchers have proposed
various approaches for multi-authority ABE and attribute revocation individ-
ually. However, combining these two features has never been attempted. This
motivated us to add revocation to Multi-Authority ABE.

3.1 Our Approach

First Approach: The simplest approach for adding revocation to existing CP-
ABE [7] was to use the concept of mediated CP-ABE in the existing imple-
mented Single Authority No Mediator (SANM) scheme. We refer to this scheme
as Single Authority Single Mediator scheme (SASM). In our scheme, every user
is identified by a unique id, GID. Hence two users possessing the same set of
attributes can be distinguished and cannot collude with each other.

SASM: The scheme is similar to the SANM scheme [7], with some modifi-
cations to incorporate key revocation.

Firstly, we have modified the Key Generation algorithm. A central authority
issues the base component of the secret key which is unique to a user. Thereafter,
attribute components of his secret key are issued. In the SANM scheme, KeyGen
returns two components dj and d

′

j for all attribute j in the user’s secret key. To

enable revocation, we distribute dj to the user and d
′

j to the mediator in our
scheme.

Secondly, we have modified the decrypt step. We introduce a third entity, a
mediator to enable revocation. We assume a security model where a mediator
is honest but curious. A mediator will try to get all possible information about
a user but it will not use it with malicious intent. In our scheme, the mediator
maintains the URL as opposed to the ARL as the URL makes it possible to
revoke specific users rather than an entire group of users possessing the same
attributes (as would happen if we used the ARL). The mediator will perform
partial decryption only if the GID is not in the URL(UserRevocationlist).
Thereafter a user could decrypt the message using his secret key share if his
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key satisfies the policy. Confidentiality is ensured, as the mediator would not be
able to decrypt a message without the user’s share of secret key. This modified
scheme is described below:

Modified SANM scheme (SASM scheme)

1. Setup: The trusted authority (TA) will choose a bilinear group G of prime
order p. Let g be the generator and e(g, g)→ G1 be a bilinear map defined
on G1. Let H : {0, 1}∗ → G that maps GID to a group element and H1 :
{0, 1}∗ → G that maps string attribute to a group element. Pick two random
exponents α, β ∈R2 Zp

3. The TA generates the public parameters and master
key as under:
PK = {G, g, h = gβ , e(g, g)α}
MK = {β, gα}

2. Encrypt(PK,M, T ): The sender encrypts the message M under the tree
access policy T . The encrypt function which is similar to the SANM scheme
[7] is shown below:

C0 = hs

C1 = M.e(g, g)αs

for all leaf nodes y ∈ T , a random polynomial qy is assigned to all nodes
Cy = gqy(0)

C
′

y = H1(j)qy(0) Return CT = {C0, C1, T, Cy, C
′

y}
3. KeyGen(MK,S,GID): The central authority computes the secret key for a

user having a unique id,GID and the set S of attributes as under:

K0 = g
α+r
β , where r = H(GID)

if j ∈ S then choose rj randomly and compute Kuj = gr.H1(j)rj

Kmj = grj

K0 and Kuj are given to the user and Kmj to the mediator.
4. m-decrypt(CT,Kmj , y,GID): The receiver forwards CT to the mediator

along with the GID. The mediator checks the URL and it returns NULL
if the user is revoked else it performs partial decryption and returns C

′′

y as
below:

C
′′

y = e(C
′

y,Kmj)

It sends C
′′

y to the recipient.

5. u-decrypt(CT,Kuj , y, C
′′

y ): The receiver performs partial decryption with his

secret key share Kuj and computes C
′′′

y as shown below:

C
′′′

= e(Cy,Kuj)

It recursively calls function m-decrypt for all leaf nodes y to get the partially
decrypted cipher text C

′′

y from the mediator and computes A as shown below:

2 Subscript R denotes randomly generated.
3 Zp contains elements from 0 to p− 1.



6 Riddhi Mankad and Devesh Jinwala

C
′′

y =m-decrypt(CT,Kmj , y,GID)

A =
C

′′′
y

C′′
y

If the access tree is satisfied by the set S of attributes specified in user’s secret
key then the recursive call using Lagrange’s interpolation would return the
root secret s and we would get A = e(g, g)rs. It returns NULL if the set S
does not satisfy the policy or if the receiver is a revoked user.

6. decrypt(CT,K0, A): Receiver retrieves M as below:

M = C1
e(C0,K0)

A

Second Approach: Thereafter, we extended SASM scheme to fit a multi-
authority environment. We call this scheme as Multi Authority Single Mediator
(MASM) scheme.

MASM: In Fig. 1, we explain the basic working of MASM. This scheme con-
sists of a central trusted authority (TA), multiple authorities and a mediator.
Any entity can become an authority by executing authority setup step and gen-
erating its own public key and secret key. We assume that each authority has its
own set of attributes that are independent of each other. Therefore, compromise
of one authority will not affect the remaining authorities. The mediator plays the
same role as in SASM scheme. The distinction is in the fact that now a user is
associated with multiple authorities and has to request attribute components of
his secret key from different authorities. We have modified encrypt and keygen
functions to fit in a multi-authority environment. Consequently, deploying our
scheme in a multi-authority environment alleviates the Key Escrow4 problem
that is inherent in all the existing single authority schemes. Next, we give formal
definition of the MASM scheme.

Formal Definition The proposed algorithm consists of nine steps as described
below. The steps are illustrated in Fig. 1:

1. Global Setup → GP,GS: The trusted authority (TA) runs global setup and
generates global public parameters, GP and global master secret key, GS.
It publishes GP but retains GS.

2. Authority Setup(GP,Ui)→ PKj , SKj : The individual authority i takes GP
and set Ui of its attributes and generates public key, PKj and secret key,
SKj for all attributes j ∈ Ui.

3. UserKeyGen(GID,GP,GS) → K0: The user5 requests the base component
of his secret key from TA. The TA uses global identifier, GID of the user
and GS to generate base component K0 of the user’s secret key.

4. AttributeKeyGen(GID,GP, j, SKj) → Kuj ,Kmj : The user requests at-
tribute component of the secret key from the authorities with which it shares
attributes. The individual authorities take GID, GP , a shared attribute j

4 Key Escrow Problem: The central authority could decrypt all the messages as it
knows the secret key of a user

5 User could be the sender or the receiver of the message.
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Fig. 1. Proposed Algorithm

and corresponding secret key SKj as input to output two secret key compo-
nents Kuj and Kmj for attribute j. Kuj is returned to the user and Kmj to
the mediator.

5. Encrypt(M,T, PKj , GP ) → CT : Message sender takes message M and en-
crypts it with access policy T , public key, PKj for all attributes j specified
in the policy T and GP . The generated cipher text is CT .

6. m-decrypt(CT,Kmj , y,GID)→ C
′′

y : The mediator takes the cipher text CT
and performs partial decryption using its secret key component Kmj and
user’s(Receiver) GID, provided that the GID is not revoked. If the GID is
revoked, then the associated authority needs to issue a new key to the user
by performing ReUserkey step as explained in step 7. If GID is not revoked,
the mediator outputs partially decrypted cipher text C

′′

y and sends it to the

receiver. The mediator will stop issuing C
′′

y to the user if the user is revoked.
7. ReUserKey(newGID,GP ) → K0: The TA verifies the authenticity of the

revoked user and issues a new base component of the secret key to him.
Thereafter, the user requests for the attribute component of his secret key
from individual authorities using step 4.

8. u-decrypt(CT,Kuj , y, C
′′

y ) → A: The receiver takes cipher text, CT along

with his secret key component, Kuj and partially decrypted ciphertext, C
′′

recovered from the mediator to compute C
′′′

y . It returns A =
C

′′′
y

C′′
y

.

9. Decrypt(CT,K0, A) → M : To retrieve the message M , the receiver needs
CT , K0 and A. The receiver decrypts M by feeding CT , K0 and A into the
decryption function. The decrypt function for this receiver would have failed
had he been revoked or his secret key had not satisfied the policy.
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Detailed Construction

1. Global Setup→ GP,GS: The trusted authority (TA) will choose a bilin-
ear group G of prime order p. Let g be the generator and e(g, g) → G1
be a bilinear map defined on G1. Let H : {0, 1}∗ → G be a hash function
that maps global identity, GID to a group element and H1 : {0, 1}∗ → G
that maps string attribute to a group element6. Pick two random ex-
ponents α, β ∈R7 Zp

8. The TA generates the global public parameters
GP = {G, g, (h = gβ), e(g, g)α} and GS = {β, gα}. The hash functions
H,H1 are known only to the authorities.

2. Authority Setup(GP,Ui) → PKj , SKj : Each authority i outputs its own
public key, PKj and secret key, SKj .
For ∀ attribute j ∈ Ui, choose random exponent bj ∈R Zn.

PKj = {[H1(j)]bj , gbj}

SKj = {bj}

3. UserKeyGen(GID,GP,GS) → K0: The trusted authority returns the base
component of the user’s(with global identifier GID) secret key using global
secret component, GS as below:

K0 = g
α+r
β , where r = H(GID) and r ∈ Zp.

4. AttributeKeyGen(GID,GP, j, SKj)→ Kuj ,Kmj : The user makes a request
for the attribute component of his secret key for attribute j to the corre-
sponding authority i. An associated authority checks whether j ∈ Ui and
computes r = H(GID). Next, it chooses aj randomly and computes

Kuj = g
r
bj H1(j)

aj
bj

Kmj = g
aj
bj

Kuj is given to the user and Kmj to the mediator.
5. Encrypt(M,T, PKj , GP )→ CT : The sender encrypts the message M under

the tree access policy T . The encrypt function which is similar to the SANM
scheme [7]has been modified to fit a multi-authority setting. It chooses a
polynomial qx for each node in an access tree having degree dx = tx − 1,
where tx is the threshold value of node x. It sets the value of the root node
qR(0) = s, where s ∈R Zp and R is the root node. The remaining terms of
polynomial are randomly chosen to make a polynomial qx of length t. For
all other child nodes say, z, it sets qz(0) = qz′ (0) where z

′
is parent node

of z and the algorithm continues assigning the values in similar fashion in
a top down manner. Let y ∈ Y be the set of leaf nodes and let att(y) be a
function that returns the associated attribute to a leaf node y. For simplicity,
we denote j = att(y).

6 One can use the same hash functions for both string attributes and GIDs.
7 Subscript R denotes randomly generated.
8 Zp contains elements from 0 to p− 1.
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C0 = hs

C1 = M.e(g, g)αs

For each leaf node, y ∈ T , compute Cy = gbjqy(0), C
′

y = H1(j)bjqy(0). It
returns cipher text CT as below:

CT = {T,C0, C1, Cy, C
′

y}

6. m-decrypt(CT,Kmj , y,GID) → C
′′

y : The receiver forwards CT to the me-
diator along with the GID. The mediator checks the URL and it returns
NULL if the user is revoked else it performs partial decryption and returns
C

′′

y as below:

C
′′

y = e(C
′

y,Kmj)

It sends C
′′

y to the recipient.
If the user is revoked then the mediator will stop issuing his share to him.
We need to address two cases for revoked users:
Case 1: A revoked user could be an honest user whose set of attributes are
compromised. In this case he will inform the authority to include his GID
in the URL.
Case 2: An authority can also add GID of a user whose role has changed
in the URL. A change in a role involves following two cases:
Case 2a: Either some new attributes are added.
Case 2b: Or some of the attributes are taken away from a user.
In Case 2a, a user will simply request for a new attribute component of his
secret key by calling AttributeKeyGen function(Step 4) where as in Case
1 and Case 2b, a user will request for a new user key from the trusted
authority by calling ReUserKey function(Step 7) and then requests for a
new attribute component of his secret key from the individual authorities.

7. ReUserKey(newGID,GP )→ K0: The trusted authority verifies the authen-
ticity of a revoked user and issues a new base component of his secret key
K0 as shown below:

K0 = g
α+rnew

β

where rnew = H(newGID) and rnew ∈ Zp. Thereafter, a user will request for
attribute component of his secret key by calling AttributeKeyGen function.

8. u-decrypt(CT,Kuj , y, C
′′

j ) → A: The receiver performs partial decryption

with his secret key share Kuj and computes C
′′′

y as shown below:

C
′′′

= e(Cy,Kuj)

It recursively calls function m-decrypt for all leaf nodes y to get the partially
decrypted cipher text C

′′

y from the mediator and computes A as shown below:
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A =
C

′′′

y

C ′′
y

=
e(Cy,Kuj)

e(C ′
y,Kmj)

=
e(gbjqy(0), g

r
bj H1(j)

aj
bj )

e(H1(j)bjqy(0), g
aj
bj )

= e(g, g)rqy(0)

If the access tree is satisfied by the set S of attributes specified in user’s secret
key then the recursive call using Lagrange’s interpolation would return the
root secret s and we would get A = e(g, g)rs. It returns NULL if the set S
does not satisfy the policy or if the receiver is a revoked user.

9. Decrypt(CT,K0, A) → M : The decrypt function is exactly similar to the
SANM scheme[7]. The receiver retrieves message M by computing

e(C0,K0)

A
=

=
e(hs, g

α+r
β )

e(g, g)rs

= e(g, g)αs

To retrieve M , compute

M =
C1

e(C0,K0)
A

=
M.e(g, g)αs

e(g, g)αs

= M

3.2 Future Enhancements

The mediator processes decryption requests related to all the authorities in a
multi-authority environment. If the mediator is compromised, the users might
suffer from a denial of service (DoS) attack as they would not receive information
necessary for decryption from the mediator. The schemes proposed in this paper
(SASM and MASM) suffer from this limitation, but it is possible to extend the
MASM scheme to one with multiple mediators (MAMM) using an idea similar to
the one proposed in [9]. In this scheme, different mediators would be responsible
for different roles. If one of the mediators is compromised, only users possessing
that role would suffer from a DoS attack and their keys would have to be renewed.
This would be one approach to make the schemes proposed in this paper more
robust.
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Furthermore, all previous approaches have assumed that a secure channel is
used to send the revocation list. No one has discussed the security loopholes in
the revocation list itself. We suggest that an organization could deploy PKI at a
higher level domain between authorities and a mediator to ensure a secure URL.
In such a scheme, a revocation list is signed by a Central Authority that could
be verified by a mediator before using the list.

4 Analysis of our scheme

In this section, we discuss theoretical analysis and security analysis of our
scheme.

4.1 Theoretical Evaluation

We have evaluated our scheme in terms of user secret key length, mediator secret
key length, cipher text length, number of pairing operations performed by the
mediator and the user and the authority’s public key length. The performance
is as summarized in Table. 1. Based on the analysis, we could conclude the
following:

Table 1. Performance metric of SANM,SASM,MASM schemes

Scheme User Secret
key length

Mediator
Secret Key
length

Cipher text
length

No. of
pairing op-
erations by
the user

No. of pair-
ing opera-
tions by the
mediator

Authority
Public Key
size

Limitations

SANM O(S) NA O(T)+2 No mediator 2W+1 constant No revocation

SASM O(S) O(S) O(T)+2 W W+1 constant Single Au-
thority Com-
promise

MASM O(S) O(S) O(T)+2 W W+1 O(U) Not Robust-
Single Medi-
ator compro-
mise

S-Set of attributes
T-Set of attributes in access policy
W-Subset of attributes that satisfy the policy
U-Set of attributes belonging to the authority

1. The pairing operations computed in the decrypt step in the SASM and
MASM schemes are halved in comparison to SANM scheme. This is be-
cause, in the new schemes, decryption is partially performed by the mediator.
Hence, pairing operations performed by the user in SASM and MASM are
W + 1 compared to 2W + 1 in the SANM scheme, where W is the set of at-
tributes that satisfy the policy. The +1 represents an extra pairing operation
required to retrieve the message.

2. Unlike Single authority ABE, the public key size of authorities in MASM
varies linearly with the number of attributes. Hence, the public key length
is O(U), where U is set of attributes belonging to an authority.
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3. In all the three schemes, user secret key length and mediator secret key
length varies linearly with number of attributes specified in the secret key.
This can be clearly seen in AttributeKeyGen step (Refer Section 3.1) where
the share of user’s secret key component and that of the mediator consist of
|S| attribute components. Hence, the complexity is O(S), where S is a set
of attributes specified by the user.

4. The cipher text length is proportional to the size of the access policy as
the sender encrypts the message with all the leaf nodes of an access policy.
Therefore, the size complexity of cipher text is O(T ) + 2, where T is the
set of attributes specified as leaf nodes in an access policy and the factor
2 represents two additional components in cipher text namely C0 and C1

(Refer Section 3.1 - encrypt step).

4.2 Security Analysis

This section discusses security assumptions used to prove our scheme and ex-
plains a security game between a challenger and an adversary.

Hardness Assumption The security of our scheme is based on the fact that
discrete logarithm and Diffie Hellman are computationally hard to solve if the
order of the group is large. The Discrete Logarithm problem and the Computa-
tional Diffie Hellman problem are as summarized below:

1. Discrete Logarithm Problem : If g and h are elements of a finite cyclic group
G then a solution, x of the equation gx = h is called the discrete logarithm
of h to the base g in the group G. It is computationally hard to obtain x
given h and g. Hence, the discrete logarithm problem is useful in constructing
different cryptographic algorithms and systems.

2. Computational Diffie Hellman (CDH): Consider a cyclic group G of order
p. The CDH assumption states that, given g, ga, gb for a randomly chosen
generator g and random a, b ∈ {0...p − 1} it is computationally intractable
to compute the value gab.

Security Model In order to prove the security of the ABE scheme, a security
game is simulated between a challenger and an adversary as explained below
(Refer Fig. 2).

1. Global Setup: Global Setup is executed and the challenger returns global
parameters, GP to an adversary.

2. Authority Setup: An adversary specifies set S′ of attributes belonging to
corrupt authorities and a challenger executes authority setup for remain-
ing non corrupt authorities. The challenger returns public key, PKj for all
attributes j belonging to remaining good authorities to the adversary and
retains corresponding secret keys.

3. Phase 1: An adversary makes key queries by sending a attribute j and GID
to the challenger. It returns secret key component of a mediator Kmj and a
user Kuj to the adversary.
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4. Challenge: An adversary selects two message M1,M2 and the challenge ac-
cess policy T ∗ such that none of the full secret keys generated in phase 1
satisfy the policy. An adversary forwards the message and the policy to the
challenger. The challenger selects a random bit b ∈ {0, 1} and encrypts Mb

to compute cipher text Cb. It returns Cb to the adversary.
5. Phase 2: An adversary repeats phase 1 with the constraint that none of the

full secret keys satisfy the policy T ∗.
6. Guess: An adversary guesses a bit b′ from {0, 1} and wins the game if b = b′.

MASM scheme would be semantically secure (against static corruption of
authorities) if all polynomial time adversaries have at most a negligible ad-
vantage adv in this security game, where adv is defined to be adv = |Pr[b′ =
b]− 1/2|.

Fig. 2. Security Game between a challenger and an adversary

Security Proof We have used the generic bilinear group model [13] and a
random oracle to prove the security of our scheme. Random Oracle In cryp-
tography, a random oracle is a theoretical black box that responds to every query
with a (truly) random response chosen uniformly from its output domain, except
that for any specific query, it responds the same way every time it receives that
query. An adversary has access to a random oracle that is replaced by a random
hash function for practical purposes. As an example, it takes key generation and
decryption queries as an input and returns corresponding private keys and a
plain text message.
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Generic Bilinear Group Model In the generic group model, the group
elements are encoded as unique random strings, in such a way that an adversary
can not test any property other than equality.

Theorem 1: Let E0 be a random encoding for group G and E1 be a random
encoding for group G1. For example, E0(s) is the encoding of a group element
gs ∈ G and the group element e(g, g)α ∈ G1 will be encoded as E1(α). An
adversary is allowed to compute group operations on the groups G,G1 and
the hash functions H,H1 are modelled as random oracles. The advantage of an
adversary in the security game issuing at most q queries to the oracles is bounded

by O( q
2

p ).
Given: Consider two groups G and G1, and let g be the generator of group

G, and let e(g, g) be a bilinear map defined on group G1. Let E0 be a random
encoding for group G and E1 be a random encoding for group G1.

To Prove: The advantage of an adversary in the security game issuing at

most q queries to the oracles is bounded by O( q
2

p ).
Proof : In order to prove the security of our scheme, we simulate the security

game as explained in Section 4.2 in such a way that C1 component of the cipher
text is either E1(αs) or E1(θ), where θ ∈R Zp. The adversary has to decide
whether C1 = E1(αs) or C1 = E1(θ). If we prove that there is no adversary
who has non-negligible advantage in the modified game, then this is equivalent
to proving that there is no adversary who has non-negligible advantage in the
security game. The security game is simulated as follows:

1. Setup: It includes the simulation of global setup performed by the trusted
authority and authority setup executed by the individual authorities.
Global Setup: The simulator chooses two random exponents α, β from 0 to
p − 1, where p is the prime order of cyclic group G. If β = 0, then global
setup is aborted. The global public parameters are encoded as shown below
and are sent to the adversary.
E0(0) representing the generator g.
E1(α) representing the map e(g, g)α.
E0(β) representing gβ

Authority Setup: The simulator returns the public key of all the attributes
belonging to a set of non-corrupt authorities to the adversary. When the ad-
versary calls for the evaluation of function H1 on string attribute i, simulator
selects a random value ti and provides following public parameters:
E0(bi)

n
i=1 representing gbi

n
i=1

E0(ti + bi)
n
i=1 representing (H1(i)bi)ni=1

2. Phase 1: In this phase, an adversary makes a request for the secret key
component of a user as explained below:
UserKeyGen: The adversary makes request for the base component of a
secret key to the trusted authority for an identifier GID. The simulator
computes H(GID) by selecting a random value ti and provides r = gti in
response to H(GID). The simulator returns following encodings:

E0(α+rβ ) representing K0 = g
α+r
β
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AttributekeyGen: The adversary makes request for the attribute component
of the secret key for an attribute i ∈ S and an identifier GID. The simulator
chooses a random ai∀i ∈ S and generates following encodings:

E0( rbi + ai
bi

) representing Kui = g
r
biH1(j)

ai
bi .

E0(aibi ) representing Kmi = g
ai
bi .

The simulator sends the encoding of Kmi and Kui to the adversary
3. Challenge: The adversary submits two messages M0,M1 ∈ G1 along with a

challenge access policy T ∗. The adversary is not allowed to ask for a policy
such that one of the full secret keys issued in Phase 1 satisfies T ∗. The
simulator chooses random s and then computes the following encodings. It
uses linear secret sharing scheme to represent access policy T ∗. We use label
λi to denote shares of s for all relevant attributes i.
E0(βs) representing C0 = gβs.
E1(θ) representing C1 = e(g, g)θ

E0(biλi) representing Cy = gbiqx(0)

E0(bitiλi) representing C
′

y = H1(i)biqx(0)

4. Phase 2 The adversary can continue querying with the constraint that none
of the full secret keys satisfies the challenge policy T ∗.
Thereafter, adversary can perform group operations on the elements received
from the interaction with the oracle. We make the following two assumptions:
1: The adversary can only use input values it received from the simulation
or obtained from the oracles.
2: There are p distinct values in the range of both the encodings E0 and E1.
An unexpected collision would be when two queries corresponding to random
choices of variables coincide. However, the probability that any such collision
would happen is at most Pr = O(d/p), where d is degree of polynomial and
p is the prime order of cyclic group G. In our scheme, we use qx(0) term
of a polynomial, hence d = 1 and Pr = O(1/p). For q number of queries,

the probability turns out to be
q∑
0
O( 1

p ) i.e. O( q(q+1)/2
p ) = O( q

2

p ). Hence, the

probability is bounded by O( q
2

p ).
Now suppose θ = αs, we show that the adversary can make a query of the
form c′αs for some constant c′, but such a event cannot happen in polynomial
time. Since, E1(θ) is an element of group G1, the adversary cannot perform
group operation with elements of G. The adversary can ask to multiply θ
c times, and obtain θc = αs. He can construct two queries q1 = θc1 and
q2 = θc2. On subtracting, he will get

q1 − q2 = (c1 − c2)θ = c′θ

In order to get a query of the form c′αs, adversary can perform following
group operations:
1. Perform pairing operation with the base component of user’s secret key
K0 and βs to get encoding αs+ sr.
2. An Adversary can construct following query by pairing encoding of the
user and the mediator secret key components with bi as below:
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c′αs+ c′sr − {c′[aiλir + aiλi − aiλi]}ni=1

Next to obtain term c′αs, the adversary needs to cancel term c′sr. However,
this is not possible as the adversary is not allowed to ask for key components
that satisfy the challenge policy T ∗ and hence {c′aiλir}ni=1 does not sum up
to c′sr. Therefore, the adversary cannot construct a query of the form c′αs.

We consider four different cases and show that the adversary cannot con-
struct a query of the form c′αs and hence cannot decrypt a message.
Case 1: Corrupt Authorities: Consider a case where an adversary can use
the secret key component of the attributes assigned to some corrupt author-
ities. Using these components, he can form the secret key components of
the user and the mediator. Thereafter, an adversary includes some of these
corrupt attributes in the challenge policy T ∗. Since, the challenger has a
list of corrupt authorities obtained in setup step, it returns different cipher
text components for corrupt attributes as compared to the remaining good
attributes. It returns following encodings for set of attributes belonging to
corrupt authorities.

E0(biλ
′

i) representing Cy = gbiq
′
x(0)

E0(bitiλ
′

i) representing C
′

y = H1(i)biq
′
x(0) An adversary can construct a

query of the form

c′αs+ c′sr − {c′[aiλir + aiλi − aiλi] + c′[aiλ
′

ir + aiλ
′

i − aiλ
′

i}ni=1

Since the encodings c′[aiλir] and c′[aiλ
′

ir] are different, an adversary cannot
cancel term c′sr and hence cannot construct a query of the form c′αs.
Case 2: Adversary impersonates a revoked user: An adversary has a share
of user’s secret key, but his GID is in the URL. In this case adversary can
construct a query of the form

c′αs+ c′sr − {c′[aiλir + aiλi]}ni=1

c′αs+ c′sr − c′sr + {aiλi}ni=1

Adversary can cancel terms 2 and 3, but he cannot cancel term 4 without
the mediator’s share of secret key. Hence, he cannot make a query of the
form c′αs.
Case 3: By-passing the mediator: In this case, adversary has to construct
query of the form c′sr, in such a way that he could bypass the mediator. He
could construct c′sβr by pairing βs with rc′. However, since β is retained by
the central authority, he cannot obtain its inverse, and hence cannot cancel
β from the query c′sβr to obtain c′sr. Therefore, adversary cannot construct
query of the form c′αs without the mediator and the user’s share of secret
key.
Case 4: Adversary corrupts the mediator: The adversary has mediator’s
share of the secret key which satisfies the policy, while he will not have the
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corresponding user’s share of the secret key. In this case he can construct a
query of the form

c′αs+ c′sr + {aiλi}ni=1

It can be seen that adversary cannot cancel term 2 and term 3 as user’s
share is missing. Hence, in any case, an adversary cannot make a polynomial
query which has the form c′αs.
Hence proved.

5 Performance Evaluation

We have prototyped our scheme for the following test application and have
implemented our algorithm using the CP-ABE toolkit9.

The Test Application: The proposed scheme is suitable for applications
where multiple users associated with an organization consisting of multiple au-
thorities are desirous of sharing information securely. It can be used in an orga-
nization to provide role based access control (RBAC) to sensitive information.

We prototype our scheme for an educational institute to enable access con-
trol as illustrated in Fig. 3. The role of a trusted authority is assigned to the
administrative authority. The role of multiple authorities is distributed among
various departments such as computer science, electronics, mechanical, civil etc.
The faculty and students constitute the users who would be able to use this in-
frastructure to exchange information (messages) securely. The mediator module
enables revocation.

As an example of role based access control, a faculty member might possess
attributes from two departments if he is teaching in both the departments. On
the other hand, a student from a particular department would possess attributes
only for that department. Hence, the faculty member will be able to access
(decrypt) information related to two distinct departments, but the student will
only have access to information related to his department. Furthermore, if a
student or faculty is no longer associated with the institute, their GID is included
in the URL. They will hence no longer be able to decrypt any of the messages
encrypted with the set of attributes specified in their secret keys.

Empirical Evaluation: We have executed our scheme on Red Hat Linux
Operating system, 64-bit processor, 2.53 GHz Intel(R) Core(TM) i3. The graph
(Fig. 5) shows key generation time for SASM and MASM schemes with two (2-
MASM) and three (3-MASM) authorities respectively. The key generation time
is linear in the number of attributes specified in the secret key for all the three
schemes. However, in 2-MASM and 3-MASM schemes, the key generation time
increases as compared to SASM scheme. Similarly, the decryption time on user’s
side depends on the access policy used to encrypt the message. Same access
policies with different combinations of AND/OR gates were tried with all the
three schemes. As it can be seen from the graph (Fig. 5), the decryption time

9 http://acsc.cs.utexas.edu/cpabe/
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Fig. 3. Proposed Test Application: An Educational Institute

in the SASM and MASM schemes is less compared to SANM scheme. This is
because in the later schemes, decryption is partially performed by the mediator
thereby reducing the load on the user. Also, note, that extending SASM to
MASM does not have any impact on decryption time on the user’s side. The
curves almost overlap for SASM and MASM schemes.

Fig. 4. Key generation time of SASM,2-
MASM,3-MASM schemes

Fig. 5. Decryption time by user for
SANM,SASM,MASM schemes

6 Conclusion and Open Problem

In this paper, we propose an approach for efficient revocation in Multi-authority
CP-ABE scheme. We have proved the security of the scheme using the random
oracle assumption. Removing the random oracle in the proposed scheme and
constructing constant length Multi-Authority ABE with revocation seems to be
an interesting future research direction.
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