
1. Introduction

As an alternative to traditional public key encryption techniques wherein a certificate binds a

user’s public key, Shamir introduced the concept of Identity Based Encryption (IBE) [1] in

1984 to eliminate certificate storage. Shamir’s approach used a user’s id such as an email-id or

his designation as the public key. The first practical implementation of such a scheme was pro-

posed in 2001 [2]. However, IBE was applicable only to one-one communication, and hence in

2005, its variant Fuzzy IBE (FIBE) [3] was proposed. FIBE led to two interesting applications.

The first was an IBE that used biometric identities and second it could be used for multicast

communication. FIBE further led to the more expressive Attribute based Encryption (ABE)

[3]. ABE that is based on exploiting a user’s attributes (For example, a masters student could

be identified by a set S = {student,masters,Computer Science} of attributes.) as a mech-

anism for deploying the keys, further has its variants in the form of Key Policy based ABE

(KP-ABE) [4] and cipher text policy based ABE (CP-ABE) [5]. In CP-ABE, the encryption

key is specified by an access policy T and the decryption key is attributed to set of attributes

S, while in KP-ABE, these keys are reversed. Thus, both KP-ABE and CP-ABE are comple-

mentary to each other. A user could decrypt a message, if the policy T has the set of attributes

S
′ common to S.

Now any ABE scheme fundamentally requires a third party called an authority for attribute

management. Such a scheme could involve a single authority or multiple authorities. Several

researchers have proposed single authority ABE schemes [6], [7], [8], [9], [10]. However, we

observe that there exists various real world applications that inherently have multiple authori-

ties, and hence proposing an ABE scheme for them, using multiple authorities is a must. As an

example, a student enrolled in courses across multiple departments may have attributes associ-

ated with each of these departments. Hence, designing a multi-authority ABE scheme was an

interesting open problem first proposed by Sahai and Waters in [3] and later solved by Melissa

Chase [11] in 2007.

In addition, since change is imminent in the real world, after the attribute based keys have

been agreed upon using key authorities as the facilitators, it is necessary that appropriate mech-
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anism for revocation of keys exist in any security implementation. Hence, it is essential for any

practical scheme to have a key revocation feature. Numerous approaches for key/attribute re-

vocation have been proposed in [12], [10], [8], [13] and [14].

1.1 Motivation

Nowadays instead of relying on the third party servers to enforce privacy of data, users would

like to make their personal data accessible only to authorized users. In other words, role based

access control (RBAC) is crucial in many large organizations. Hence our focus is on one of

the variants of ABE viz. CP-ABE that enables RBAC. Furthermore, since an organization

is dynamic in nature, user’s roles change over time. Therefore, key revocation is one of the

essential requirements in an organization. In addition, real world applications typically involve

multiple authorities which enable RBAC for their respective users. Hence, in this research

attempt, we try to employ key revocation in a multi-authority environment.

Revocation: One of the first attempts at revocation was made by Boneh and Franklin [2]

in 2001. They suggested a simple method for revoking the keys in IBE by attaching the date

along with the key. However, this incurred extra load on a PKG to verify the keys. The PKG

had to be online all the time and hence this approach was not scalable. Another approach to

mitigate the revocation problem was to use a hardware device that generated a fresh random

token only for the non-revoked users without interacting with the PKG. However, the hardware

needed to be tamper resistant. Hence, this was not a reliable approach. One of the first attempts

at revocation for ABE was made by M. Pirretti in [10]. His revocation technique originated

from an approach used to provide revocation in IBE. In his approach, every attribute would

be active for a certain specific time after which it would get revoked. However this scheme

induced an extra load on the PKG to renew the attributes periodically and hence was not an

efficient approach.

Efficient Revocation: Thereafter, Vipul Goyal proposed an IBE scheme with efficient revo-

cation by combining binary tree data structures with FIBE [12]. His scheme was also applicable

to KP-ABE, but its applicability to CP-ABE was not clear. Another approach towards revo-
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cation in CP-ABE was proxy re-encryption1 technique that made use of the proxy severs[13].

However, the proxy servers could be dishonest or could be compromised and hence the scheme

was not very secure. In 2011, with the aim of providing encryption based access control in so-

cial networks the authors in [14] used the concept of proxy re-keying by deploying minimally

trusted proxy servers to enable efficient revocation. However, both the previous approaches

were limited to revoking a predefined number of attributes. Hence the approaches were not

scalable to a large number of users.

As per our literature survey, none of these revocation approaches were tailored for a multi-

authority environment. Hence to overcome the shortcomings of these approaches, we propose

a scalable scheme that supports revocation in a multi-authority environment using mediated

CP-ABE [8]. This combination of Multi-Authority ABE with revocation seems to be a reliable

approach to ensure data privacy. To the best of our knowledge, this is the first attempt in this

direction.

1.2 Problem Description

Given: A multi-authority environment with users associated with multiple authorities.

Goal:

1. To enforce secure Role Based Access Control (RBAC) of shared data in such a multi-

authority environment.

2. To design an approach that supports key revocation in such a multi-authority environ-

ment.

An example of such a scenario is an organization that involves multiple departments wherein

RBAC of shared data is desired. Only an authorized user based on the role he/she is assigned

in an organization should be able to access any sensitive data. A user might be associated with

one or more roles and with multiple departments. Our goal is to propose an approach to enforce

RBAC in such an organization along with a user revocation feature.

1Proxy re-encryption involves using a re-encryption key rka ↔ rkb to translate ciphertexts using public key
pka into cipher-texts encrypted using public key pkb and vice versa.
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1.3 Our Contributions

Our main objective is to enable role based access control in an organization. Hence, we focus

on one of the variants of ABE: CP-ABE. CP-ABE is a promising cryptographic technique to

ensure access control of shared data. We use the concept of Multi-Authority ABE [15] since

we propose a solution for an organization that involves multiple departments. Furthermore, as

discussed in section 1.1, the limitation of existing approaches for key revocation in ABE range

from inefficiency (M.Pirretti and Boneh approach), non scalability (proxy re-key approach),

unreliability(Proxy re-encryption approach) and non-applicability to CP-ABE (Vipul Goyal

approach). Hence, with an aim of overcoming these limitations, we propose here a Multi-

Authority ABE with Revocation using the concept of mediated CP-ABE [8].

Our contributions towards this problem are:

1. First Approach-Single Authority Single Mediator(SASM): We modify the existing Sin-

gle Authority No Mediator (SANM) scheme [5] to incorporate revocation by adding a

mediator module.

2. Second Approach-Multiple-Authority Single Mediator (MASM): We propose a scheme

that adds revocation to multi-authority ABE. It specifically focuses on CP-ABE [5], one

of the variants of ABE. Deploying our scheme in a multi-authority environment alleviates

the Key Escrow problem (Refer Section 2.2.4) that is inherent in all the existing single

authority schemes.

3. Maintaining Revocation list: Earlier approaches for providing key revocation in a single

authority ABE used ARL (Attribute Revocation List) [8] to enable attribute revocation.

However, our scheme uses URL (User Revocation list) instead. We discuss the advantage

of using URL in Section 3.1.1. Furthermore, all previous approaches have assumed that

a secure channel is used to send the revocation list. No one has discussed the security

loopholes in the revocation list itself. We provide some suggestions to solve this problem

in Section 3.4.

4. Key Re-issue: Our scheme allows re-issue of keys if an honest user’s key is compro-

mised.
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5. MAMM: In both SASM and MASM schemes, a single mediator is used to enable re-

vocation. If a mediator is compromised, then all the users could suffer from denial of

Service attack (DoS), since the users will not receive partially decrypted text from the

mediator. To overcome this limitation, we suggest Multi-Authority ABE with Multiple

Mediators (MAMM). We briefly discuss the MAMM scheme in Section 3.4.

6. Implementation: We have implemented the MASM scheme using the CP-ABE toolkit,

evaluated its performance in terms of decryption and key generation times and have

compared our results with the SANM and SASM schemes.

To the best of our knowledge, none of the prior works have focused on resolving these

issues.

1.4 Report Outline

This report is organized as follows. In Chapter 2, we summarize the related work in the area of

IBE and ABE. In Chapter 3, we explain the proposed algorithm and detail its construction. In

Chapter 4, we discuss implementation methodology and its analysis. We explain performance

evaluation of the proposed scheme in Chapter 5. We discuss future work and conclude in

Chapter 6.
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2. Theoretical Background and Literature Survey

2.1 Introduction

Cryptography helps users communicate securely over an untrusted medium. Secret Key Cryp-

tography (SKC) allows any pair of users to communicate by sharing a secret key. However, key

distribution becomes burdensome as number of users increase. To address this issue, Public

key Cryptography (PKC) was proposed. PKC solves this issue of bootstrapping key exchange

between users by making use of key pairs viz. the public key and the private key. The history

of PKC can be traced back to the seminal paper by Diffie and Hellman [16] that introduced a

radical new way of exchanging cryptographic keys. However, a Public key Infrastructure (PKI)

is required to deploy PKC based algorithms. Establishing and maintaining PKI is an overhead

for large organizations.

To overcome this shortcoming, Shamir introduced the concept of Identity based Encryption

(IBE) and a signature scheme [1]. The interest in IBE was further piqued when Boneh and

Franklin proposed a practical implementation of IBE [2]. Their paper stimulated enormous

research in the field of IBE during the last decade. Other work by A Sahai and Brent Waters

lead to further investigation in the field of FIBE [3] and ABE [3]. Figure 2.1 depicts the

development graph of Cryptographic techniques.

Thereafter, numerous researchers have done remarkable work in the field of IBE and ABE.

In this chapter, we discuss our literature survey of past work on IBE and ABE. We have me-

thodically organized and summarized the past work in this area and listed out potential open

problems to better direct the interested researcher.

2.2 Identity Based Cryptography

In this section, we present the basic concept of IBE, discuss past work and list out some poten-

tial problems.
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Figure 2.1: Cryptographic techniques

2.2.1 Origin

Prior to the introduction of Identity Based Cryptography (IBC), Public key Cryptography

(PKC) was mainly used. The major bottleneck in PKC was its key management issues. To

overcome these limitations, Shamir [1] presented the idea of using a user’s identity such as

an email-id or his designation as the public key, thereby eliminating the need for certificate

storage, its distribution and revocation. While the public key in IBC is publicly known infor-

mation like an email-id, the private key is generated by a Private Key Generator (PKG). This

new technique is known as Identity based Cryptography (IBC). IBC includes Identity based

encryption and signature schemes. The next section explains the concept of Identity based

encryption (IBE) and Identity based signature schemes (Refer Figure 2.2).

2.2.2 Concept

Next, we discuss the basic concepts of Identity Based Encryption and Identity Based Signature

Schemes.

Identity Based Encryption

Similar to traditional Public Key based encryption, IBE makes use of two keys: the public key

and the private key. Unlike PKC, the public key of the user is publicly known information like
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an email-id, an SSN number etc. The sender encrypts the message using receiver’s public ID.

The cipher text is transmitted via some communication channel to the receiver. On receiving

the cipher text, a receiver requests a private key from the PKG. The PKG uses the receiver’s

public ID along with some random seed as an input to generate the receiver’s private key. Using

this private key, a receiver can decrypt the message (Refer Figure 2.2(a)).

The encryption/decryption structure of any IBE based scheme consists of the following

four algorithms.

1. Setup: A setup algorithm carries out the initial setup for an IBE scheme. It generates

some system parameters (i.e. the public key of PKG) and a master key (i.e. the secret

key) for the PKG.

2. Extract: An Extract algorithm takes the receiver’s public ID and the master key as an

input and returns his private key, d.

3. Encrypt: The sender encrypts the messageM using the receiver’s ID and system param-

eters to generate cipher text C.

4. Decrypt: The receiver decrypts the cipher text C using his private key, d extracted in

step(2).

Identity Based Signature

The Identity based Signature schemes are analogous to IBE schemes except the roles of private

and public key are reversed. The private key of the sender is used to create a signature and the

public key of the sender is used to verify the signature. Figure 2.2(b) depicts the concept of

Identity Based Signatures.

Hierarchical IBE

Hierarchical identity based encryption is a variant of identity based encryption that mirrors an

organizational hierarchy. It allows a root private key generator to distribute its workload by

delegating private key generation and identity authentication responsibilities to lower-level pri-

vate key generators. Hence, unlike IBE, HIBE prevents single PKG from getting overburdened
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(a) Identity Based Encryption

(b) Identity Based Signature

Figure 2.2: Identity based cryptography

as number of users increase. HIBE is suitable for large organizations which involve a number

of different offices spread across the country. Figure 2.3 illustrates the concept of HIBE. The

secret key of the user is generated by concatenating the IDs of all PKGs above it leading up

to the root PKG. For example ID of the shaded user is ID1||ID2||ID4 where ID1, ID2 etc.

represents the position of the lower level PKG with respect to the root PKG.

2.2.3 Related Work

We discuss the past developments in the field of IBE and HIBE. We refer the basic block dia-

gram (Figure 2.4) which lays out the basic components and salient features of various Identity
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Figure 2.3: Hierarchical Identity Based Encryption

Based encryption schemes to explain IBE schemes. A table (Refer Table 2.1) describing the in-

dividual blocks in detail is also included for all IBE schemes. All IBE schemes are constructed

using the structure discussed earlier. We will refrain from discussing the mathematical details,

but will comment on why the particular approach was successful.

Figure 2.4: General Block Diagram of Identity based schemes
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Scheme Mathematical
Components

Random
Oracle

Security
Assump-
tion

Cipher
text Indis-
tinguisha-
bility

Public ID Year Limitation

First Practi-
cal IBE

Bilinear Map and
Hash function
modelled as a
Random Oracle

Yes BDH IND-ID-
CCA

Arbitrary
ID ∈
{0,1}∗

2001 Random
Oracle As-
sumption

Non-
random
oracle IBE

Bilinear Map,
Family of Colli-
sion Resistance
Hash Function to
remove random
oracle

No Decision
BDH

IND-ID-
CPA

Arbitrary
ID ∈
{0,1}w,w
is size limit

2004 It is not
practically
feasible

Efficient
Non-
random
oracle IBE

Bilinear Map No Decision
BDH

IND-ID-
CCA

ID is string
on n bits

2005 Public
Parameters
are long in
size

Gentry’s
IBE

Bilinear Map No q-ABDHE IND-ID-
CCA2

ID ∈ Zp 2006 Constructing
IBE
scheme
with tight
reduc-
tion using
standard
assumption

Table 2.1: Comparison among all IBE Schemes

Identity Based Encryption

The concept of IBE was introduced in 1984. Although there were several proposals for IBE

schemes [17], [18], [19], [20], none of them were efficient and practical. Cock et al. [21] and

Boneh et al. [2] proposed the first practical IBE schemes using quadratic residues and bilinear

pairings respectively in 2001. However, Cock’s scheme was not an efficient one. We discuss

some of the notable IBE schemes below.

First Practical IBE scheme: Boneh and Franklin[2] proposed the first practical implemen-

tation of IBE in 2001. This pairing based cryptographic scheme used the concept of bilinear

pairing[22] (based on Weil Pairing). (Refer Appendix C to understand the concept of a bi-

linear map). The security of the proposed scheme was based on a variant of Computational

Diffie Hellman assumption (Refer Appendix A) called Bilinear Diffie Hellman Assumption.

The scheme was proven indistinguishable using a random oracle model under chosen cipher

text attack(IND-ID-CCA). (Refer Appendix B)

The algorithmic structure was similar to standard IBE scheme discussed earlier (four algo-

rithms). Refer Figure. 2.5 for details. The only limitation of this scheme was that the security
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Figure 2.5: Basic IBE Scheme

proof was based on a random oracle model[23](Refer Appendix B).

Non-random oracle IBE: Thereafter, in 2004, Dan Boneh and Xavier Boyen [24] designed

an IBE scheme without the random oracle assumption thereby, solving the problem posed by

Boneh and Franklin. In addition to Bilinear Map, their scheme used a family of collision

resistant hash functions1 to eliminate the random oracle assumption. Its security was based

on Decision BDH assumption (Refer Appendix A). However, the proposed scheme was not an

efficient one as it involved n exponentiations in key extract phase and constructing a pseudo

random function from collision resistant hash function. Hence the problem of constructing an

efficient IBE in the standard model remained an open problem, which was solved in 2005 by

Brent Waters [25].

Efficient non-random oracle IBE: Similar to [24], security was proved using Decision

BDH assumption (Refer Appendix A) and was indistinguishable under IND-ID-CCA. This

scheme used the bilinear map. Brent Waters made a small modification in [24] scheme and

proved its security in the standard model. The innovation was made in the extract step (Basic

IBE scheme), where an identity was represented as a string of n bits as opposed to the previous

scheme which interpreted identity as an integer. This reduced the number of exponentiations

compared to the previous scheme. Furthermore, the scheme was proved secure in the standard

model without using the collision resistant hash function. However, this modification led to

1A function H is said to be collision resistant, if it is infeasible to obtain x, y such that H(x) = H(y).
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longer public parameters and hence the problem of constructing an IBE with short parameters

and tight reduction remained an open problem.

Gentry’s IBE: The first practical IBE in the standard model with compact parameters and

tight reduction was proposed by Gentry in 2006 [26]. It was based on q-ABDHE assumption

(Refer Appendix A) and was indistinguishable under IND-ID-CCA2. It was efficient compared

to previous two non-random oracle IBE schemes because these two schemes used a strategy

similar to the one used by a random oracle in order to prove their security i.e. the simulator

responded to most of the messages but aborted for some of the messages. Hence, the purpose

of removing the random oracle was not served efficiently. Furthermore, the reduction2 in the

above strategy was loose. Tight reduction could be provided if one used a weaker security

model like the selective ID model (Refer Appendix B). However, the problem of tight reduction

based on the standard assumption is still an open problem.

HIBE

We discuss various HIBE schemes in detail in this section.

First HIBE: In 2002, Gentry et al. [27] and Lynn et al. [28] proposed the first HIBE

scheme based on the random oracle assumption. The scheme used the Bilinear Map and a hash

function modelled as a random oracle. Their scheme was reduced to BDH assumption and

was indistinguishable under IND-ID-CCA-2. One limitation of their scheme was that length

of cipher text increased linearly with number of levels.

Constant cipher text length HIBE: To overcome the limitation of first HIBE scheme,

authors in [29] proposed an HIBE scheme based on BDHE (Bilinear Diffie-Hellman Exponent)

assumption with constant cipher text length in 2005. The cipher text consisted of only three

elements irrespective of the depth of any identity. Furthermore, the secret key for user at level l

could be generated given the secret key of user at level l− 1. However, the security was proven

in the weak selective ID model (Refer Appendix B).

Non-random oracle HIBE: Thereafter, in 2006, [30] contributed in developing HIBE with

short public parameters. Their scheme was based on an extension to Brent Waters’ IBE scheme

2The time complexity and success probability of a simulator in generating private key queries is identical to
an adversary breaking into the system i.e. simulator must respond to all the queries for private key extraction.
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[25]. Unlike Brent Waters’ HIBE scheme that generated public parameters for each ID repre-

sented as a vector of n bits for all h levels which resulted into nh parameters, this scheme used

a different approach. Sarkar et. al. reused the part of public parameters instead of generating

new parameters for all levels, thereby reducing the size of public parameters to n+ h. It was

proven secure using the standard model assumption, but it was indistinguishable under weaker

IND-ID-CPA.

Fully Secure HIBE Schemes: In 2006, Man Ho Au [31] constructed an HIBE scheme

that was fully secure in the standard model. The security of the scheme could be reduced to

q-ABDHE assumption. Compared to the previous schemes, they further reduced the size of

public parameters to number of levels h instead of n+ h in [30]. However, it was secure only

if number of levels, i was greater than 2 but not for i = 2. In 2008, [32] constructed constant

size (with reference to cipher text length) HIBE scheme and it achieved CCA-2 security. In

addition to the bilinear map, the scheme used a universal hash function to generate constant

size cipher text. Hence, the cipher text was independent of the number of hierarchies and it also

had short public parameters. Table 2.2 shows the comparison among various HIBE schemes.

Scheme Mathematical
Components

Random
Oracle

Security
Assump-
tion

Cipher
text Indis-
tinguisha-
bility

Public
Parameter
size

Year Limitation

Gentry and
Silverberg

Bilinear Map and
Hash function
modelled as a
Random Oracle

Yes BDH IND-ID-
CCA2

Constant 2002 Cipher
text size
varies lin-
early with
number of
levels

Horwitz
Lynn

Bilinear Map Yes BDH IND-ID-
CCA2

Constant 2002 Random
Oracle As-
sumption

Boneh Bilinear Map
with collision
resistance hash
function

No BDHE Selective
ID model

Linear with
number of
levels

2005 Security
is proven
under weak
selective ID
model

Chatterjee
Sarkar

Bilinear Map No Decisional
BDH

IND-ID-
CPA

Linear with
number of
levels

2006 Security
under CPA

Man Ho Au Bilinear Map No q-ABDHE IND-ID-
CCA2

Linear with
number of
levels

2006 Secure
level ≥ 2

Ren and Gu Bilinear Map and
universal one way
hash function

No q-ABDHE IND-ID-
CCA2

Linear with
number of
levels

2008

Table 2.2: Comparison among all HIBE schemes
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2.2.4 Discussion and Open Problems(IBE)

The Key Escrow Problem is inherent in all the above discussed IBE and HIBE schemes as

the PKG knows the private key of a user. To alleviate the key escrow problem, researchers

have proposed many different solutions. One such approach was proposed by [2] used multiple

PKGs. In this approach, the master key was distributed among multiple PKGs and the private

key was issued by these PKGs in a threshold manner. The private key of a user was constructed

by sharing secret s among n PKGs. Each of the n PKGs was assigned one share si of secret

s using Shamir’s secret sharing scheme [33]. Selected t out of n PKGs responded with the

private key component and a user could construct his secret key using Lagrange’s interpolation

(Refer Appendix E). This approach reduced trust in a single entity. However, identification and

key distribution with multiple PKGs posed an extra burden.

Figure 2.6: Key Escrow Problem

Authors in [34] proposed a scheme that involved single PKG with multiple KPAs (Key

Privacy Authorities). A part of the private key was issued by the PKG and the other part was

issued by one of the KPAs. However, if one of the KPAs was compromised, the private key

had to be reissued. A slight variation of the above scheme was proposed in [35], where each

of the KPAs remained active for some specific time. Thus, each of the KPAs preserved privacy

for a specific time, thereby solving key escrow and key exposure problems.3

3Key exposure problem occurs when user’s private key is compromised and could be prevented if user performs
periodic key update with the help of KPAs.
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All the above approaches distributed private key generation among multiple PKGs to miti-

gate the key escrow problem until Goyal et al [36] introduced a new approach called Traceable

IBE (TIBE). In TIBE, one could trace the malicious private key to either the PKG or the user.

They proposed two different schemes. The first was based on the strong Diffie Hellman as-

sumption. The other referred to as a weak Black-box TIBE was based on the Bilinear Diffie

Hellman assumption (BDH)(Refer Appendix A). However, the later was not very efficient

because it required more number of paring operations. Authors in [37] extended Goyal’s ap-

proach and proposed a new efficient construction with short cipher text and private keys length.

However, constructing an efficient TIBE and deploying it with multiple PKGs is still an open

problem.

2.3 Variants of IBE

In this section, we explain variants of IBE i.e. Fuzzy IBE and Attribute Based Encryption and

discuss the related work done in FIBE and ABE.

2.3.1 Concept

Fuzzy Identity Based Encryption

Fuzzy IBE is a variant of IBE, in which the identity of a user is a set of descriptive attributes.

For example a student pursuing a masters degree in Computer Science in the year 2011 has

attributes {Computer Science, Masters, 2011, Rollno}. Unlike IBE, FIBE was designed for

multicasting. Multicast messages may be decrypted by all the users having predetermined set

of attributes. The encryption and decryption key in FIBE could be constructed using some set

of attributes. The message encrypted using a key w could be decrypted by a secret key w′ if w

and w′ have at least d attributes in common i.e. |w ∩w′| ≥ d, where d is a predefined threshold

value. As an example, let the message M be encrypted using a key that has attributes (Com-

puter Science, Masters, 2011) and let d be set to 2. Consider two users A and B. User A has

ID (Computer Science, Masters) and User B has ID (Computer Science, Bachelors). Then,

user A could decrypt M as the number of common attributes (Computer Science, Masters) is

atleast 2, where as user B would not be able to decrypt M as it has only 1 attribute (Com-
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Figure 2.7: Fuzzy Identity Based Encryption

puter Science) i.e. < d attributes in common with the ID. Figure 2.7 illustrates FIBE. FIBE

motivated the development of ABE which we discuss next.

Attribute Based Encryption

Attribute based encryption is a generalization of FIBE. Just as in FIBE, a user is identified

by a set of attributes S. A receiver having at least d attributes in his identity set S common

with S ′ , could decrypt a message encrypted with the attribute set S ′ . Unlike FIBE, ABE is

more expressive in the sense that the encryption/decryption key is specified as a function of

AND/OR gates referred to as access policy. There are different ways in which an access

policy could be represented as discussed in Appendix D. ABE could be deployed to provide

security in distributed systems. As an example, an OSN (Open Social Networks) user could

encrypt his personal profile in such a way that only users possessing certain attributes could

view his personal information.

ABE is further classified into two types: Key Policy Based ABE (KP-ABE) and Cipher Text

Policy Based ABE (CP-ABE). In KP-ABE, the message is encrypted by a set of attributes S

and the secret key of a user is described by an access policy T . A user can decrypt a message,

if the policy T has the set of attributes S ′ common to S. On the other hand, in CP-ABE

scheme, the secret key of user is identified by the set of attributes S and a message is encrypted

by a policy T . Any user who satisfies the policy T could access the information. As an

example, let T = {(Computer Science and Masters) or Faculty} be the policy and S =
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(Computer Science) be the set of attributes, then attribute set S does not satisfy the policy T

(Masters attribute is not in set S). Hence, the user is not authorized to decrypt the message. In

CP-ABE, the encryption key is specified by T and the decryption key is attributed to S, while

in KP-ABE, the keys are reversed. Thus, both KP-ABE and CP-ABE are complementary to

each other. Figure 2.8 explains KP-ABE and CP-ABE schemes.

2.3.2 The developments in FIBE

In this section, we discuss the past work done in FIBE. Table 2.3 summarizes FIBE schemes

.

First Fuzzy IBE: In 2005 [3], Amit Sahai and Brent Waters proposed a new type of IBE

called Fuzzy IBE. The FIBE scheme includes four algorithms - setup, extract, encrypt and

decrypt(Refer Figure 2.9).

1. Setup: The PKG executes the setup algorithm and outputs PK and MK.

2. Key Generation(MK,W ): It takes a set of attributes, W and master key of PKG, MK

and outputs the secret key, SK.

3. Encrypt(PK,M,W ′) It takes a message, M and set W ′ and encrypt M with the public

key, W ′ and returns cipher text, CT .

4. Decrypt(CT,SK): Decrypt function takes Public Parameters, PK along with cipher

text, CT . A user with secret key, SK could decrypt CT only if |W ∩W ′| ≥ d.

Their scheme ensured indistinguishability and security against collusion attack4 by using a

random polynomial for all the attributes in the set S. The proposed scheme was based on

BDH assumption and they proved its security in the selective ID model (Refer Appendix B).

However, the scheme had certain limitations. The length of the cipher text increased as the

number of attributes increased. Furthermore, this proposal was for single authority systems.

Random oracle FIBE: Thereafter, in 2007, a new construction of FIBE was proposed by

[38], in which the hash function was modelled as a random oracle that resulted in short public
4No two users can combine their keys in such a way that they could decrypt the message that none of them

alone could do it individually
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(a) CP-ABE Scheme

(b) KP-ABE Scheme

Figure 2.8: Attribute Based Encryption: PK = Public Key, MK = Master Key, SK = Secret
Key, CT = Cipher Text

19



Figure 2.9: First FIBE scheme

parameters (public key) whose size was independent of the number of attributes related to an

identity ID. In addition to that, their scheme used an efficient private key extraction algorithm

that used the hashed value of an attribute specified in the ID of a user. However, the scheme

was indistinguishable under a weaker IND-ID-CPA and the construction of non-random oracle

version of their scheme remained an interesting open problem which was later solved in 2010

by [39].

Non-random oracle FIBE: Authors in [39] proposed a non-random oracle FIBE based

on q-TBDHE assumption(Refer Appendix A). It was proved fully secure in CCA-2 (Refer

Appendix B) using a standard model. A Collision Resistant hash function was used in addition

to the bilinear map to prove its security without a random oracle. Furthermore, their scheme

had public parameters that were independent of number of attributes.

We will discuss open problems related to FIBE along with ABE in Section 2.3.4.

2.3.3 The developments in Attribute Based Encryption

We discuss various ABE schemes - both CP-ABE and KP-ABE schemes and potential research

problems in ABE. Figure 2.10 depicts the basic block diagram for Attribute Based algorithms

and is used as reference to summarize ABE schemes along with a table (Refer Table 2.4)

summarizing ABE schemes.
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Scheme Mathematical
Components

Random
Oracle

Security
Assump-
tion

Cipher
text Indis-
tinguisha-
bility

Public
Parameter
size

Year Limitation

First Fuzzy
IBE

Bilinear Map and
Lagrange’s inter-
polation

Yes Decisional
BDH

Selective
ID model

Linear with
number of
attributes

2005 Public
Parameter
size is de-
pendent on
number of
attributes

Random
Oracle
FIBE

Bilinear Map and
Hash function
modelled as a
Random oracle

Yes Decisional
BDH

IND-ID-
CPA

Constant 2007 Proven
secure in
weaker
chosen
plain text
model

Non-
random
oracle
FIBE

Bilinear Map
with collision
resistance hash
function

No q-TBDHE IND-ID-
CCA2

Constant 2010

Table 2.3: Comparison among all FIBE schemes

First ABE: In 2005, [3] introduced the concept of ABE after proposing FIBE using bilinear

pairing. The scheme used the concept of a certain threshold policy i.e. k out of n attributes

common between the cipher text and the secret key of a user. Their construction had two

constraints - first being ciphertext must be of size n and k out of n threshold must be fixed

for all the cipher text and second was that it needed at least k number of pairing operations to

decrypt a message.

Secure Attribute Based Systems: M. Pirretti et al observed these limitations in Sahai and

Waters scheme and proposed a random oracle version of ABE in [10]. The proposed scheme

tried to eliminate the constant value n, i.e number of attributes in the cipher text by modelling

a hash function as a random oracle. By using a random oracle, variable number of attributes

could be specified in the cipher text. Furthermore, it reduced the computational overhead

incurred in key generation and encryption step. In addition to that, they also illustrated and

implemented ABE in HIPAA (Health Insurance Portability and Accountability Act) complaint

medical systems and in social networks. However, their scheme was secure under a weaker

Selective ID model and the threshold policy was not expressive.

Goyal’s KP-ABE: In 2006, Vipul Goyal et al [4] proposed KP-ABE scheme to enable fine

grained access control of encrypted data. It was more expressive than Amit Sahai’s Scheme [3].

The private key of a user was expressed by an access structure or a policy. The Access structure

could either be a tree of threshold gates (AND and OR gates) or LSSS (Linear Secret Sharing
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Figure 2.10: General Block Diagram of Attribute based schemes

Scheme)(Refer Appendix D). Their scheme was based on Decisional Bilinear Diffie Hellman

(BDH) assumption(Refer Appendix A) and used access tree structure to represent the policy in

form ofAND (n out of n) andOR (1 out of n) gates. They proposed a scheme that was limited

to some set U of n attributes. However, their scheme could be extended to a large universe

construction, where an attribute could be any arbitrary string. Such an extension needed U to be

modelled as a hash function that took any arbitrary string as an input and returned an element in

Z∗p . Furthermore, their scheme allowed users to delegate the responsibility of generating private

keys to the lower level PKGs. As an example, a user with private key specified by a policy T

could generate a private key for a user with a key T ′ ⊆ T . However, the set of attributes used to

encrypt the message were not hidden and hence an adversary could learn about all the attributes

possessed by a user thereby introducing a privacy risk. Another drawback of this scheme was

that it was indistinguishable under Selective ID CPA model.

First CP-ABE Scheme: Authors in [5] constructed the first CP-ABE scheme which was

analogous to Role Based Access Control (RBAC)5 and was based on BDH assumption. The

scheme consisted of four algorithms: Setup, Encrypt, Key Generation and Decrypt similar to

FIBE (Refer Figure 2.9). Unlike FIBE, where the public key W ′ was specified by a set of

5RBAC is an access control mechanism in which a user could access a resource based on certain access rights
assigned to him based on his role in an organization.
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Scheme Mathematical
Components

Random
Oracle

Security
Assump-
tion

Cipher
text Indis-
tinguisha-
bility

Access
Structure

Year Limitation

First ABE Bilinear Map No Decisional
BDH

Selective
ID model

Cipher text
and Secret
Key are
specified
by set of
attributes

2005 Fixed
threshold
value t
out of n
attributes
common
between a
secret key
and cipher
text

Secure
ABE

Bilinear Map and
Hash function
modelled as a
Random Oracle

Yes Decisional
BDH

Selective
ID model

t out of n
threshold
policy

2006 Random
Oracle As-
sumption

Goyal’s
KP-ABE

Bilinear Map
with Secret
Sharing Scheme

No Decisional
BDH

IND-sID-
CPA

Tree based
access
structure

2006 Security
is proven
under weak
selective ID
model and
attributes
are not
hidden

First CP-
ABE

Bilinear Map and
Hash function as
Random Oracle

Yes Decisional
BDH

IND-ID-
CPA

Tree Based
Access
structure

2007 Random
Oracle As-
sumption

Brent
Waters
CP-ABE

Bilinear Map No One
scheme
based on
Decisional
Parallel
Bilinear
Diffie
Hellman
Exponent
(PB-
DHE) and
other two
schemes
based on
BDHE and
BDH re-
spectively

IND-ID-
CPA

LSSS (Lin-
ear Secret
Sharing
Scheme)

2011

Table 2.4: Comparison among all ABE schemes

attributes, in CP-ABE, the public key was specified by an access structure or a policy. This

scheme used tree based access structure (Refer Appendix D) to represent a policy. A user with

a secret key that satisfied the access structure could decrypt the message. The authors pointed

out that in KP-ABE, it was the key issuer6 who encrypts the data. On the other hand, in CP-

ABE scheme, it is the encryptor i.e. the data owner who defines the access policy encrypts the

6Key issuer is the authority that issues the private key of a user. In KP-ABE, the secret key is specified by the
policy and hence it is the issuer who decides who could decrypt the message.
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data, thereby ensuring RBAC. They have implemented CP-ABE scheme using the CP-ABE

toolkit7, specially developed to implement CP-ABE based algorithms. Their paper motivated

the development of a more expressive policy based ABE system and proving its security in a

standard model.

Brent Water’s CP-ABE: Brent Waters introduced an expressive CP-ABE scheme in 2011.

He presented three approaches in his paper [6]. The first approach was the most efficient

CP-ABE scheme and was proved under parallel Bilinear Diffie Hellman Exponent assumption

(p-BDHE), while the other two were based on weaker BDH assumption. Refer Appendix A

for details on security assumptions. All the three approaches used LSSS to specify the access

structure. Refer appendix D to understand LSSS. Similar to the previous CP-ABE scheme, the

encryption time and cipher text overhead in the first approach scaled linearly with the num-

ber of nodes in the access policy. However, the novelty was in their security proof. Unlike,

first CP-ABE scheme that used generic bilinear group model to prove the security, Brent Wa-

ter’s scheme directly embedded LSSS structure to public parameters related to the attributes

assigned to a row in LSSS. However, in order to construct such an efficient scheme and prove

it secure in the standard model, they had to use a stronger p-BDHE assumption. To overcome

this limitation, he also introduced two other approaches based on a weaker assumption, but

they were less efficient in the terms of cipher text size and encryption time. Thus, this paper

contributed a CP-ABE scheme that was proved secure in the standard model.

2.3.4 Discussion and Open Problems(FIBE and ABE)

We discuss the open problems in the field of Fuzzy Identity based encryption and Attribute

based encryption. We have classified the open problems in IBE and ABE (Refer Figure 2.11).

Revocation: Key Revocation is one of the essential requirements in both IBE and ABE as

the private key ages or could be compromised. Boneh and Franklin [2] suggested a simple

method for revoking the keys in IBE by attaching the date along with the key. However,

this incurred an extra load on the PKG to verify the keys. The PKG had to be online all the

time and hence this approach was not scalable. Another approach to mitigate the revocation

problem was to use a hardware device that generated a fresh random token only for the non-
7http://acsc.cs.utexas.edu/cpabe/
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Figure 2.11: Hierarchical Representation of open problems in IBE and ABE

revoked user without interacting with the PKG. However, the hardware needed to be tamper

resistant. Thereafter in 2008, Vipul Goyal proposed an IBE scheme with efficient revocation

by combining binary tree data structures with FIBE [12]. However, the scheme was proved

secure in a weak selective ID model and needed more number of pairing operations.

In [10], M. Pirretti introduced a revocation technique for ABE that originated from an ap-

proach used to provide revocation in IBE. Every attribute was limited to a certain specific time

frame. For instance an attribute [Computer Science,31stDecember2011] remained valid

only till 31st December 2011. However this scheme introduced an extra load on the PKG

to renew the attributes periodically. Another approach involved extending the basic CP-ABE

scheme to solve the revocation problem and it was called Mediated CP-ABE. In this approach

[8], the secret key was shared by the mediator and the user. An authority generated two secret

key components - one issued to the user and the other to the mediator. The mediator maintained

the Attribute Revocation List (ARL) and stopped issuing the decryption token to a revoked user.

The mediator partially decrypted the cipher text using his secret key component only for the

non-revoked users. The non revoked user would be able to decrypt this cipher text if and only if

his secret key satisfied the access policy. Confidentiality was also ensured because the mediator

could not decrypt the message without user’s secret key component. However, the mediator

was a semi-trusted authority and could be compromised.

Consequently, in 2010, an algorithm to provide revocation using proxy re-encryption8 tech-

8Proxy re-encryption involves using a re-encryption key rka ↔ rkb to translate ciphertexts using public key
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nique was designed [13]. The proxy server was introduced to re-encrypt the ciphertext into

some other ciphertext using a different public key. Whenever attributes were revoked, PKG

redefined the master key components for the revoked attributes as well as the public key. In

order to change the private key of a non-revoked user, PKG re-generated the proxy key and

with this new key, the proxy server would update the secret key to the latest version for all

the non-revoked users. However, the proxy servers could be dishonest or could be compro-

mised. In 2011, with the aim of providing encryption based access control in social networks

with efficient revocation, the authors in [14] used the concept of proxy re-keying and deployed

minimally trusted proxy servers. The approach used CP-ABE as a basic scheme and added

two additional steps to it - Proxy Rekey and Convert. Proxy Rekey step issued a new private

key to the proxy server after every revocation thereby preventing collusion among dishonest

proxy servers and the revoked users. Proxy servers called Convert function that took the list

of the revoked users and modified the cipher text in such a way that only non-revoked users

could decrypt the message. In the last two approaches, revocation was limited to a predefined

number of revoked attributes.

Multiple Authority: The problem of Multi-Authority ABE was posed by Sahai and Waters

in [5] which was later solved by Melissa Chase [11] in 2007. She used the concept of Global

Identifier, GID to identify each user uniquely and a PRF (Pseudo Random function) that

generated the secret key from different authorities. However, the concept of a unique id, GID

introduced a privacy risk as all the attributes were related to a GID and an authority would

learn the entire profile of a user. To overcome this limitation of Multi-Authority ABE, an

approach to remove the GID and the central authority was proposed in [40]. However, it

was based on stronger assumptions and it was limited to KP-ABE. Hence designing a Multi-

Authority CP-ABE remained an open problem. Furthermore, this scheme was limited to AND

policy expressiveness over a predefined set of attributes.

In 2011 Waters et al. [15] proposed a Multi-Authority CP-ABE by decentralizing ABE.

They used dual encryption methodology (For details Refer [41]) to prove their system. In the

proposed scheme, each user was identified by a unique id, GID and the scheme made use of a

hash functionH to map aGID to a random group element, whereH was modelled as a random

pka into cipher-texts encrypted using public key pkb and vice versa.
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(a) Key Revocation in IBE

(b) Attribute Revocation Problem

Figure 2.12: Revocation in IBE and ABE

Figure 2.13: Multiple Authorities
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Figure 2.14: Hidden Policy and attributes

oracle. Various extensions to their scheme were suggested. One was to eliminate the random

oracle and the other was to construct the scheme using prime order groups. Recently in 2011,

authors in [42] proposed a fully secure multi-authority scheme without using a random oracle.

But designing, a multi-authority ABE using prime order groups is still an open problem.

Cipher Text Policy Hiding: Hidden credentials ensures privacy of a user. An encryptor

should not learn about the attributes of a receiver. Different approaches were proposed to hide

access policy. One such approach was to use proxy re-encryption technique [43] and homo-

morphic encryption9technique. Despite the fact that it ensured anonymity of user’s credentials,

it introduced an overhead on the proxy servers to re-encrypt every message.

In 2007, Boneh and Waters introduced the concept of Predicate Encryption to hide the

attributes [44]. The construction used Hidden Vector Encryption (HVE) by applying queries

on encrypted data. For instance, if any clause (P1 or P2) is false, one could not learn which

of the attributes P1 or P2 was false. The proposed scheme used bilinear pairing based on

composite order groups instead of prime order groups which resulted in an inefficient scheme.

Furthermore, it does not allow addition of new attributes once setup had been executed.

Consequently, in 2008, T. Nishide et al [45] designed an ABE scheme with partially hidden

9An encryption scheme (K,E,D) is homomorphic if there exists an operation on ciphertexts such that for any
key pair (x, y) generated by K and any messages m1,m2 in the message space M , there exists have Dx(Ey(m1)
X Ey(m2)) =m1Xm2, where X is an operation on messages. In other words, ciphertexts for m1 and m2 can be
combined to obtain a ciphertext for m1 X m2 without access to m1 and m2. More generally, the homomorphic
property allows meaningful manipulation of ciphertexts without the knowledge of the underlying plaintexts - cited
from [43].
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Figure 2.15: Constant length cipher text open problem

access structure that used wild cards (don’t care attributes)in the policy. The access structure

could be specified as W = [W1,W2, ...,Wn] = [1,1,∗,∗,0] where n = 5. The recipient with

the secret key [1,1,1,0,0] could decrypt the message because ∗ in W indicated either 0 or 1.

However, the size of ciphertext increased with number of attributes. Thereafter in 2011, a CP-

ABE scheme from attribute hiding inner product [7] was constructed based on composite order

setting. They used some non standard complexity assumptions and directed readers to design

a fully secure, more efficient and expressive hidden policy scheme.

Constant cipher text length: In 2009, K Emura et al.[9] proposed a first constant length

cipher text CP-ABE. The scheme used AND Gates on multi valued attributes to specify the

policy. Let L = [L1,L2, ...Ln] was an attribute list of user and W = [W1,W2, ...,Wn] was

an access structure, then a user could decrypt a message if L satisfied W . The scheme was

based on DBDH assumption. However, the expressiveness of the policy was limited to AND

Gates and the size of public key varied linearly with number of attributes. Thereafter in 2010,

authors in [46] proposed a constant length cipher text that used dynamic threshold encryption

technique. However, it was limited to a single authority ABE. To overcome this limitation, in

2011, constant length cipher text scheme was proposed for multi-authority ABE [47].
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2.4 Tabulated Summary of Open Problems

In this section, we summarize the past work done in the field of IBE and ABE. We present

potential open problems using tabular representation. The bottom-right cell of a table poses

an unsolved problem and directs interested researchers to work further in that direction. Fur-

thermore, different columns of the table can be combined to propose a new algorithm such

as proposing multiple authorities ABE with attribute revocation or multiple authority hidden

policy CP-ABE scheme.

Proposed in Approach Limitations Solved in
2001 [2] Distributed PKG Identification

and distribu-
tion becomes
burdensome.

2004 [34]

2004 [34] Single PKG with
Multiple KPA

Private keys need
to be re-issued if
one KPA is com-
promised

2007 [35]

2007 [35] KGC + nKPA for
Specific time pe-
riod

It does not ensure
complete security

-

2007 [36] Traceable IBE Requires Sev-
eral Pairing
operations Com-
bining TIBE with
multiple PKGs

2009 White Box
A-IBE [37]

Table 2.5: Key Escrow Problem

2.5 The open problem solved in this report

As discussed in this and the previous chapter, there exist numerous algorithms for single au-

thority ABE in literature. These algorithms also incorporate attribute/key revocation features.

Table 2.6 summarizes all these approaches to enable revocation in a single authority ABE. As

it can be seen, all these schemes have certain limitations such as inefficiency (M.Pirretti [10]

and Boneh approach [2]), non scalability (proxy re-key approach [13]), unreliability(Proxy

re-encryption approach [14]) and non-applicability to CP-ABE (Vipul Goyal approach [12]).

Furthermore, as discussed in Table 2.7, while algorithms have also been proposed for multi-

authority ABE schemes, none of these incorporate key revocation. This motivates us to follow
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Proposed in Approach Limitations Solved in
2001 [2] Renew Keys peri-

odically
PKG must be on-
line. It is not scal-
able

2008 [12]

2008 [12] Fuzzy IBE using
Binary tree Data
structure

Security is
proved in selec-
tive ID model

Security in CCA
security model

2006 [10] For CPABE,
associating
time with every
attribute

Load on PKG 2009 [8]

2009 [8] Using a mediator
in CP-ABE

Mediator could
be malicious

2010 [13]

2010 [13] Proxy Re-
Encryption

Dishonest Proxy
Servers

2011 [14]

2011 [14] Proxy Rekey us-
ing CPABE

- Implementation
using KP-ABE
and deploying in
Multi Authority
ABE

Table 2.6: Key and Attribute Revocation Problem

Proposed in Approach Limitations Solved in
2007 [11] Global Identifier

GUID applicable
to KP-ABE and
FIBE

Strict AND
policy- limited
expressiveness
Privacy risk

2009 [40]

2009 [40] Removing
Trusted Author-
ity in KP-ABE
Anonymous
Credentials

Limited expres-
siveness

2011 [15]

[15] Signature Verifi-
cation by Central
Authority

Single Authority
Not reliable

2011 [15]

2011 [15] Decentralizing
ABE using com-
posite order
groups

Composite order
groups/ Random
oracle model

To design Multi
Authority im
prime order
groups and
standard model
[42].

2011 [42] Multi Authority
CPABE without
random oracle

Composite order
groups

Designing Multi
Authority using
prime order
group.

Table 2.7: Multi-Authority ABE

the suggestion made in the bottom right cell of Table 2.6 to employ attribute revocation in a

multi-authority environment. Hence, in the next chapter, we propose a multi-authority ABE
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Proposed in Approach Limitations Solved in
2009 [9] Threshold

Scheme - Num-
ber of attributes
in secret key is
equal to attributes
in policy

Size of public key
grows linearly
with number of
attributes

Potential Open
problem is to
construct con-
stant cipher text
length for HIBE.

2010 [46] Dynamic thresh-
old attribute
based encryption
scheme

Single Authority
ABE

2011 [47]

2011 [47] Constant length
cipher text in
Multi Authority
ABE Number of
attribtes in pol-
icy is subset of
receiver’s secret
key.

Recipient
Anonymity

To construct
fully secure
multi author-
ity ABE with
constant cipher
text length
with recipient
anonymity

Table 2.8: Constant Cipher Text Length Problem

Proposed in Approach Limitations Solved in
2007 [43] Re-encryption of

cipher text
Overhead on
proxy servers

2007 [44]

2007 [44] Hidden Vector
Encryption by
applying queries
on encrypted data

Composite or-
der group and
attribute addition
restricted after
setup

2011 [45]

2011 [45] Wild card don’t
care attributes

Cipher text length
increases. Secu-
rity proved in se-
lective ID model

2011 [7]

2011 [7] Inner Prod-
ucts (Predicate
Encryption)

Restricted ac-
cess structure/
Non standard
assumption

To construct
hidden policy
in standard
assumption

Table 2.9: Hidden Policy ABE

scheme with revocation to address this unsolved problem.
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3. Design and Analysis

3.1 The Proposed Algorithm

An ABE scheme requires some authority for attribute management. Such a scheme could

involve a single authority or multiple authorities depending on the application. In some appli-

cations such as an educational institute or health care systems, users might possess attributes

from multiple authorities. Additionally, since change is imminent in real world, key revocation

is one of the essential requirements in both IBE and ABE as the private key expires or could

be compromised. Researchers have proposed various approaches for multi-authority ABE and

attribute revocation individually. However, combining these two features has never been at-

tempted. This motivated us to add revocation to Multi-Authority ABE.

3.1.1 Our Approach

First Approach: The simplest approach for adding revocation to existing CP-ABE was to use

the concept of mediated CP-ABE in the existing implemented SANM scheme. We refer to this

scheme as Single Authority Single Mediator scheme (SASM). In Figure.3.1, we explain the

pseudo code of the existing SANM scheme.

SASM: This scheme is similar to the SANM scheme [5], with some modifications to incor-

porate key revocation. In our scheme, every user is identified by a unique id, GID. Hence two

users possessing the same set of attributes can be distinguished and cannot collude with each

other.

Firstly, we have modified the Key Generation algorithm. A central authority issues the base

component of the secret key which is unique to a user. Thereafter, attribute components of his

secret key are issued. In the SANM scheme, KeyGen returns two components dj and d′
j for all

attribute j in the user’s secret key. To enable revocation, we distribute dj to the user and d′
j to

the mediator in our scheme.

Secondly, we have modified the decrypt step. We introduce a third entity, a mediator to

enable revocation. We assume a security model where a mediator is honest but curious. A
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Single Authority No Mediator Scheme [5]
(SANM)
Steps:

1. Setup:
Given:
g = generator of a bilinear group G
e(g, g) be a bilinear map.
H be hash function.
Setup()
{ α = rnd() β = rnd()

PK = {G,g,h = gβ, e(g, g)α}
MK = {β, gα}
Return PK,MK
}

2. Encrypt:
Given:
PK = Public Key
M = Message
T = Access Policy
encrypt(PK,M,T )
{
C0 = hs C1 =M.e(g, g)αs

for all leaf nodes y ∈ T , a random polyno-
mial qy is assigned to all nodes
do

Cy = gqy(0)

C
′

y = H1(j)qy(0)

done
Return CT = {C0,C1, T,Cy,C

′

y}
}

3. KeyGen:
Given:
MK = Master Key
S = Set of attributes
KeyGen(MK,S)
{
r = rnd()

D = g
α+r
β

if j ∈ S then

rj = rnd()

Dj = gr.H(j)rj

D′
j = grj

end if
Return {SK = D,Dj ,D

′

j} }

4. Decrypt:
Given:
CT = Cipher Text
SK = Secret Key
decrypt(CT,SK) {
while T
do
Decryptnode(CT,SK,x)
{

A = e(Di,Cx)
e(D′

i
,C′
x)

Decryptnode(CT,SK,x)

return A
}
done
if SK satisfies T then

A = e(g, g)rs

M = C1
e(C0,D)

A

Return M

else

returnsNULL
end if
}

Figure 3.1: Basic SANM scheme

mediator will try to get all possible information about a user but it will not use it with malicious

intent. In our scheme, the mediator maintains the URL as opposed to the ARL as the URL

makes it possible to revoke specific users rather than an entire group of users possessing the

same attributes (as would happen if we used the ARL). The mediator will perform partial

decryption only if the GID is not in the URL(UserRevocationlist). Thereafter a user could
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decrypt the message using his secret key share if his key satisfies the policy. Confidentiality is

ensured, as the mediator would not decrypt a message without the user’s share of secret key.

The pseudo code of the modified scheme is described below:

Second Approach: Thereafter, we extended SASM scheme to fit a multi-authority envi-

ronment. We call this scheme as Multi Authority Single Mediator (MASM) scheme.

MASM: In Fig. 3.3, we explain the basic working of MASM. This scheme consists of

a central trusted authority (TA), multiple authorities and a mediator. Any entity can become

an authority by executing authority setup step and generating its own public key and secret

key. We assume that each authority has its own set of attributes that are independent of each

other. Therefore, compromise of one authority will not affect the remaining authorities. The

mediator plays the same role as in SASM scheme. The distinction is in the fact that now

a user is associated with multiple authorities and has to request attribute components of his

secret key from different authorities. We have modified encrypt and keygen functions to fit in a

multi-authority environment. We give formal definition of the MASM scheme in next section.

3.1.2 Formal Definition

The proposed algorithm consists of nine steps as described below. The steps are illustrated in

Figure 3.3:

1. Global Setup → GP,GS: The trusted authority (TA) runs global setup and generates

global public parameters, GP and global master secret key, GS. It publishes GP but

retains GS.

2. Authority Setup(GP,Ui)→ PKj, SKj: The individual authority i takes GP and set Ui

of its attributes and generates public key, PKj and secret key, SKj for all attributes

j ∈ Ui.

3. UserKeyGen(GID,GP,GS)→K0: The user1 requests the base component of his secret

key from TA. The TA uses global identifier, GID of the user and GS to generate base

component K0 of the user’s secret key.
1User could be the sender or the receiver of the message.

35



Single Authority Single Mediator Scheme
(SASM)
Steps:

1. Setup:
Given:
g = generator of a bilinear group G
e(g, g) be a bilinear map.
H be hash function.
Setup()
{

α = rnd() β = rnd()

PK = {G,g,h = gβ , e(g, g)α}

MK = {β, gα}

Return PK,MK
}

2. Encrypt:
Given:
PK = Public Key
M = Message
T = Access Policy
encrypt(PK,M,T )
{
C0 = hs C1 =M.e(g, g)αs

for all leaf nodes y ∈ T , a random polynomial qy is
assigned to all nodes
do

Cy = gqy(0)

C
′
y = H1(j)qy(0)

done
Return CT = {C0,C1, T,Cy,C

′
y}

}

3. KeyGen:
Given:
MK = Master Key
S = Set of attributes

KeyGen(MK,S,GID)
{
r = H(GID)

K0 = g
α+r
β

if j ∈ S then

rj = rnd()

Kuj = gr.H(j)rj

Kmj = grj

end if
Return {K0,Kuj ,Kmj}
}
K0 and Kuj are given to the user and Kmj to the me-
diator.

4. m-decrypt:
Given:
CT = Cipher text
Kmj = Mediator’s share of secret key
y = attribute specified in a leaf node
GID = Unique ID

m-decrypt(CT,Kmj , y,GID)
{
If GID not in URL then

C
′′
y = e(C

′
y,Kmj)

else

return NULL
}

5. u-decrypt:
Given:
CT = Cipher text
Kuj = user’s share of secret key
y = attribute specified in a leaf node
C

′′
y = partially decrypted cipher text

u-decrypt(CT,Kuj , y,C
′′
y )

{
while leaf nodes in T
do

C
′′′

= e(Cy,Kuj)

C
′′
y =m-decrypt(CT,Kmj , y,GID)

A =
C

′′′
y

C
′′
y

done
If Kuj satisfies T then

A = e(g, g)rs

else

return NULL
end if
}

6. decrypt:
Given:
CT = Cipher text
K0 = Base component of user’s secret key
A = Output of u-decrypt step

decrypt(CT,K0,A)
{

M = C1
e(C0,K0)

A

Return M
}

Figure 3.2: Pseudo code of our modified SANM algorithm
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Figure 3.3: Proposed Algorithm

4. AttributeKeyGen(GID,GP, j,SKj) → Kuj,Kmj: The user requests attribute compo-

nent of the secret key from the authorities with which it shares attributes. The individual

authorities take GID, GP , a shared attribute j and corresponding secret key SKj as

input to output two secret key components Kuj and Kmj for attribute j. Kuj is returned

to the user and Kmj to the mediator.

5. Encrypt(M,T,PKj,GP )→ CT : Message sender takes messageM and encrypts it with

access policy T , public key, PKj for all attributes j specified in the policy T and GP .

The generated cipher text is CT .

6. m-decrypt(CT,Kmj, y,GID) → C
′′
y : The mediator takes the cipher text CT and per-

forms partial decryption using its secret key component Kmj and user’s(Receiver) GID,

provided that the GID is not revoked. If the GID is revoked, then the associated au-

thority needs to issue a new key to the user by performing ReUserkey step as explained

in step 7. If GID is not revoked, the mediator outputs partially decrypted cipher text C ′′
y

and sends it to the receiver. The mediator will stop issuing C ′′
y to the user if the user is
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revoked.

7. ReUserKey(newGID,GP )→ K0: The TA verifies the authenticity of the revoked user

and issues a new base component of the secret key to him. Thereafter, the user requests

for the attribute component of his secret key from individual authorities using step 4.

8. u-decrypt(CT,Kuj, y,C
′′
y )→A: The receiver takes cipher text, CT along with his secret

key component, Kuj and partially decrypted ciphertext, C ′′ recovered from the mediator

to compute C ′′′
y . It returns A =

C
′′′
y

C′′
y

.

9. Decrypt(CT,K0,A)→M : To retrieve the message M , the receiver needs CT , K0 and

A. The receiver decrypts M by feeding CT , K0 and A into the decryption function. The

decrypt function for this receiver would have failed had he been revoked or his secret key

had not satisfied the policy.

3.1.3 Detailed Construction

In Figure. 3.1.3, we explain pseudo code of our algorithm. Next, we explain the construction

of our MASM scheme in detail.

1. Global Setup→ GP,GS: The trusted authority (TA) will choose a bilinear group G

of prime order p. Let g be the generator and e(g, g) → G1 be a bilinear map (Refer

Appendix A) defined on G1. Let H : {0,1}∗ → G be a hash function that maps global

identity, GID to a group element and H1 : {0,1}∗ → G that maps string attribute to

a group element2. Pick two random exponents α,β ∈R3 Zp
4. The TA generates the

global public parameters GP = {G,g, (h = gβ), e(g, g)α} and GS = {β, gα}. The hash

functions H,H1 are known only to the authorities.

2. Authority Setup(GP,Ui)→ PKj, SKj: Each authority i outputs its own public key, PKj

and secret key, SKj .

2One can use the same hash functions for both string attributes and GIDs.
3Subscript R denotes randomly generated.
4Zp contains elements from 0 to p− 1.
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Our proposed algorithm(MASM)
Steps:

1. Global Setup:
Given:
g = generator of a bilinear groupG
e(g, g) be a bilinear map.
H be hash function.
Global Setup()
{

α = rnd() β = rnd()

PK = {G,g,h = gβ , e(g, g)α}

MK = {β, gα}

Return PK,MK
}

2. Authority Setup:
Given:
GP = Global Public Key
Ui = Set of attributes belonging to an authority i
Authority Setup(GP,Ui)
{
for each authority i
do

for all j ∈ Ui

do

bj = rnd()

PKj = {[H1(j)]
bj , g

bj }

SKj = {bj}

done

done
}

3. UserKeyGen:
Given:
GID = Unique id
GP = Global Public Key
GS = Global Secret Key

UserKeyGen(GID,GP,GS)
{
r = H(GID)

ReturnK0 = g
α+r
β

}

4. AttributeKeyGen:
Given:
GID = Unique ID
GP = Global Public Key
j = an attribute assigned to a user
SKj = secret key of authorities associated with attribute j
AttributeKeyGen(GID,GP, j,SKj )
{
for each authority i

do

if j ∈ Ui then

aj = rnd()

Kuj = g

r
bj H1(j)

aj
bj

Kmj = g

aj
bj

endif

done
}

5. Encrypt:
Given:
M = Message
T = Access Policy
PKj = public key of authorities associated with attribute j
GP= Global Public Key

encrypt(M,T,PKj ,GP )
{
C0 = hs C1 =M.e(g, g)αs

for all leaf nodes y ∈ T , a random polynomial qy is assigned to all nodes
do
Cy = g

bjqy(0)

C
′
y = H1(j)

bjqy(0)

done
ReturnCT = {C0,C1, T,Cy,C

′
y}

}

6. m-decrypt:
Given:
CT = Cipher text
Kmj = Mediator’s share of secret key
y = attribute specified in a leaf node
GID = Unique ID

m-decrypt(CT,Kmj , y,GID)
{
IfGID not inURL then

C
′′
y = e(C

′
y,Kmj)

else if revoked user is an honest user

call ReUserKey()
else

return NULL
}

7. ReUserKey:
Given
newGID = new unique ID
GP = Global public key
ReUserKey(newGID,GP )
{
rnew = H(newGID)

ReturnsK0 = g
α+rnew

β

}

8. u-decrypt:
Given:
CT = Cipher text
Kuj = user’s share of secret key
y = attribute specified in a leaf node

C
′′
y = partially decrypted cipher text

u-decrypt(CT,Kuj , y,C
′′
y )

{
while leaf nodes in T
do

C
′′′

= e(Cy,Kuj)

C
′′
y =m-decrypt(CT,Kmj , y,GID)

A =
C

′′′
y

C
′′
y

done
IfKuj satisfies T then

A = e(g, g)rs

else

return NULL
end if
}

9. Decrypt:
Given:
CT = Cipher text
K0 = Base component of user’s secret key
A = Output of u-decrypt step

decrypt(CT,K0,A)
{
M =

C1
e(C0,K0)

A
Return M
}

Figure 3.4: Pseudo code of our proposed Algo-
rithm
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For ∀ attribute j ∈ Ui, choose random exponent bj ∈R Zn.

PKj = {[H1(j)]bj , gbj}

SKj = {bj}

3. UserKeyGen(GID,GP,GS) → K0: The trusted authority returns the base component

of the user’s(with global identifier GID) secret key using global secret component, GS

as below:

K0 = g
α+r
β , where r = H(GID) and r ∈ Zp.

4. AttributeKeyGen(GID,GP, j,SKj)→ Kuj,Kmj: The user makes a request for the at-

tribute component of his secret key for an attribute j to the corresponding authority i.

An associated authority checks whether j ∈ Ui and computes r = H(GID). Next, it

chooses aj randomly and computes

Kuj = g
r
bjH1(j)

aj
bj

Kmj = g
aj
bj

Kuj is given to the user and Kmj to the mediator.

5. Encrypt(M,T,PKj,GP ) → CT : The sender encrypts the message M under the tree

access policy T . The encrypt function which is similar to the SANM scheme [5]has

been modified to fit a multi-authority setting. It chooses a polynomial qx for each node

in an access tree having degree dx = tx − 1, where tx is the threshold value of node x.

It sets the value of the root node qR(0) = s, where s ∈R Zp and R is the root node. The

remaining terms of polynomial are randomly chosen to make a polynomial qx of length

t. For all other child nodes say, z, it sets qz(0) = qz′ (0) where z′ is parent node of z and

the algorithm continues assigning the values in similar fashion in a top down manner.

Let y ∈ Y be the set of leaf nodes and let att(y) be a function that returns the associated

attribute to a leaf node y. For simplicity, we denote j = att(y).
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C0 = hs

C1 =M.e(g, g)αs

For each leaf node, y ∈ T , compute Cy = gbjqy(0),C
′
y = H1(j)bjqy(0). It returns cipher

text CT as below:

CT = {T,C0,C1,Cy,C
′

y}

6. m-decrypt(CT,Kmj, y,GID) → C
′′
y : The receiver forwards CT to the mediator along

with the GID. The mediator checks the URL and it returns NULL if the user is revoked

else it performs partial decryption and returns C ′′
y as below:

C
′′

y = e(C
′

y,Kmj)

It sends C ′′
y to the recipient.

If the user is revoked then the mediator will stop issuing his share to him. We need to

address two cases for revoked users:

Case 1: A revoked user could be an honest user whose set of attributes are compromised.

In this case he will inform the authority to include his GID in the URL.

Case 2: An authority can also add GID of a user whose role has changed in the URL.

A change in a role involves following two cases:

Case 2a: Either some new attributes are added.

Case 2b: Or some of the attributes are taken away from a user.

In Case 2a, a user will simply request for a new attribute component of his secret key by

calling AttributeKeyGen function(Step 4) where as in Case 1 and Case 2b, a user will

request for a new user key from the trusted authority by calling ReUserKey function(Step

7) and then requests for a new attribute component of his secret key from the individual

authorities.
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7. ReUserKey(newGID,GP ) → K0: The trusted authority verifies the authenticity of a

revoked user and issues a new base component of his secret key K0 as shown below:

K0 = g
α+rnew

β

where rnew = H(newGID) and rnew ∈ Zp. Thereafter, a user will request for attribute

component of his secret key by calling AttributeKeyGen function.

8. u-decrypt(CT,Kuj, y,C
′′
j )→A: The receiver performs partial decryption with his secret

key share Kuj and computes C ′′′
y as shown below:

C
′′′
= e(Cy,Kuj)

It recursively calls function m-decrypt for all leaf nodes y to get the partially decrypted

cipher text C ′′
y from the mediator and computes A as shown below:

A =
C

′′′
y

C ′′
y

=
e(Cy,Kuj)

e(C ′
y,Kmj)

=
e(gbjqy(0), g

r
bjH1(j)

aj
bj )

e(H1(j)bjqy(0), g
aj
bj )

= e(g, g)rqy(0)

If the access tree is satisfied by the set S of attributes specified in user’s secret key then

the recursive call using Lagrange’s interpolation (Refer Appendix E) would return the

root secret s and we would get A = e(g, g)rs. It returns NULL if the set S does not

satisfy the policy or if the receiver is a revoked user.

9. Decrypt(CT,K0,A)→M : The decrypt function is exactly similar to the SANM scheme[5].

The receiver retrieves message M by computing
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Scheme User Se-
cret key
length

Mediator
Secret Key
length

Cipher
text length

No. of
pairing
operations
by the user

No. of
pairing
operations
by the
mediator

Authority
Public Key
size

Limitations

SANM O(S) NA O(T)+2 No media-
tor

2W+1 constant No revoca-
tion

SASM O(S) O(S) O(T)+2 W W+1 constant Single
Authority
Compro-
mise

MASM O(S) O(S) O(T)+2 W W+1 O(U) Not
Robust-
Single
Mediator
compro-
mise

S-Set of attributes
T-Set of attributes in access policy
W-Subset of attributes that satisfy the policy
U-Set of attributes belonging to the authority

Table 3.1: Performance metric of SANM,SASM,MASM schemes

e(C0,K0)

A
=

=
e(hs, g

α+r
β )

e(g, g)rs

= e(g, g)αs

To retrieve M , compute

M =
C1

e(C0,K0)
A

=
M.e(g, g)αs

e(g, g)αs

=M

3.2 Theoretical Analysis

We have evaluated our scheme in terms of user secret key length, mediator secret key length,

cipher text length, number of pairing operations performed by the mediator and the user and

the authority’s public key length. The performance is as summarized in Table. 3.1. Based on

the analysis, we could conclude the following:
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1. The pairing operations computed in the decrypt step in the SASM and MASM schemes

are halved in comparison to SANM scheme. This is because, in the new schemes, de-

cryption is partially performed by the mediator. Hence, pairing operations performed by

the user in SASM and MASM are W + 1 compared to 2W + 1 in the SANM scheme,

whereW is the set of attributes that satisfy the policy. The +1 represents an extra pairing

operation required to retrieve the message.

2. Unlike Single authority ABE, the public key size of authorities in MASM varies linearly

with the number of attributes. Hence, the public key length is O(U), where U is set of

attributes belonging to an authority.

3. In all the three schemes, user secret key length and mediator secret key length varies

linearly with number of attributes specified in the secret key. This can be clearly seen in

AttributeKeyGen step (Refer Figure. 3.4) where the share of user’s secret key compo-

nent and that of mediator consist of |S| attributes component. Hence, the complexity is

expressed in terms of O(S), where S is a set of attributes specified by a user.

4. The cipher text length is proportional to the size of the access policy as the sender en-

crypts the message with all the leaf nodes of an access policy. Therefore, the size com-

plexity of cipher text is O(T ) + 2, where T is the set of attributes specified as leaf nodes

in an access policy and the factor 2 represents two additional components in cipher text

namely C0 and C1 (Refer Figure 3.4 - encrypt step).

3.3 Security Analysis

We discuss security assumptions used to prove our scheme and explain the security game be-

tween a challenger and an adversary. We also give security proof for our scheme.

3.3.1 Hardness Assumption

The security of our scheme is based on the fact that discrete logarithm and Diffie Hellman

are computationally hard to solve if the order of the group is large. The Discrete Logarithm

problem and the Computational Diffie Hellman problem are as summarized below:
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1. Discrete Logarithm Problem : If g and h are elements of a finite cyclic group G then

a solution, x of the equation gx = h is called the discrete logarithm of h to the base

g in the group G. It is computationally hard to obtain x given h and g. Hence, the

discrete logarithm problem is useful in constructing different cryptographic algorithms

and systems.

2. Computational Diffie Hellman (CDH): Consider a cyclic group G of order p. The CDH

assumption states that, given g, ga, gb for a randomly chosen generator g and random

a, b ∈ {0...p− 1} it is computationally intractable to compute the value gab.

3.3.2 Security Model

In order to prove the security of the ABE scheme, a security game is simulated between a

challenger and an adversary as explained below (Refer Figure 3.5).

Figure 3.5: Security Game between a challenger and an adversary

1. Global Setup: Global Setup is executed and the challenger returns global parameters,

GP to an adversary.
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2. Authority Setup: An adversary specifies set S ′ of attributes belonging to corrupt au-

thorities and a challenger executes authority setup for remaining non corrupt authorities.

The challenger returns public key, PKj for all attributes j belonging to remaining good

authorities to the adversary and retains corresponding secret keys.

3. Phase 1: An adversary makes key queries by sending a attribute j and GID to the chal-

lenger. It returns secret key component of a mediator Kmj and a user Kuj to the adver-

sary.

4. Challenge: An adversary selects two message M1,M2 and the challenge access policy

T ∗ such that none of the full secret keys generated in phase 1 satisfy the policy. An

adversary forwards the message and the policy to the challenger. The challenger selects

a random bit b ∈ {0,1} and encrypts Mb to compute cipher text Cb. It returns Cb to the

adversary.

5. Phase 2: An adversary repeats phase 1 with the constraint that none of the full secret

keys satisfy the policy T ∗.

6. Guess: An adversary guesses a bit b′ from {0,1} and wins the game if b = b′.

MASM scheme would be semantically secure (against static corruption of authorities) if

all polynomial time adversaries have at most a negligible advantage adv in this security

game, where adv is defined to be adv = |Pr[b′ = b]− 1/2|.

3.3.3 Security Proof

We have used the generic bilinear group model [8] and a random oracle to prove the security

of our scheme.

Generic Bilinear Group Model In the generic group model, the group elements are en-

coded as unique random strings, in such a way that an adversary can not test any property other

than equality.

Theorem 1: Let E0 be a random encoding for group G and E1 be a random encoding

for group G1. For example, E0(s) is the encoding of a group element gs ∈ G and the group

element e(g, g)α ∈ G1 will be encoded as E1(α). An adversary is allowed to compute group
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operations on the groups G,G1 and the hash functions H,H1 are modelled as random oracles.

The advantage of an adversary in the security game issuing at most q queries to the oracles is

bounded by O( q
2

p
).

Given: Consider two groups G and G1, and let g be the generator of group G, and let

e(g, g) be a bilinear map defined on group G1. Let E0 be a random encoding for group G and

E1 be a random encoding for group G1.

To Prove: The advantage of an adversary in the security game issuing at most q queries to

the oracles is bounded by O( q
2

p
).

Proof: In order to prove the security of our scheme, we simulate the security game as

explained in Chapter 3 in such a way that C1 component of the cipher text is either E1(αs) or

E1(θ), where θ ∈R Zp. The adversary has to decide whether C1 = E1(αs) or C1 = E1(θ). If

we prove that there is no adversary who has non-negligible advantage in the modified game,

then this is equivalent to proving that there is no adversary who has non-negligible advantage

in the security game. The security game is simulated as follows:

1. Setup: It includes the simulation of global setup performed by the trusted authority and

authority setup executed by the individual authorities.

Global Setup: The simulator chooses two random exponents α,β from 0 to p− 1, where

p is the prime order of cyclic group G. If β = 0, then global setup is aborted. The global

public parameters are encoded as shown below and are sent to the adversary.

E0(0) representing the generator g.

E1(α) representing the map e(g, g)α.

E0(β) representing gβ

Authority Setup: The simulator returns the public key of all the attributes belonging

to a set of non-corrupt authorities to the adversary. When the adversary calls for the

evaluation of function H1 on string attribute i, simulator selects a random value ti and

provides following public parameters:

E0(bi)
n
i=1 representing gbini=1

E0(ti + bi)
n
i=1 representing (H1(i)bi)ni=1
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2. Phase 1: In this phase, an adversary makes a request for the secret key component of a

user as explained below:

UserKeyGen: The adversary makes request for the base component of a secret key to the

trusted authority for an identifier GID. The simulator computes H(GID) by selecting

a random value ti and provides r = gti in response to H(GID). The simulator returns

following encodings:

E0(
α+r
β
) representing K0 = g

α+r
β

AttributeKeyGen: The adversary makes request for the attribute component of the secret

key for an attribute i ∈ S and an identifier GID. The simulator chooses a random ai∀i ∈

S and generates following encodings:

E0(
r
bi
+ ai

bi
) representing Kui = g

r
biH1(j)

ai
bi .

E0(
ai
bi
) representing Kmi = g

ai
bi .

The simulator sends the encoding of Kmi and Kui to the adversary

3. Challenge: The adversary submits two messages M0,M1 ∈ G1 along with a challenge

access policy T ∗. The adversary is not allowed to ask for a policy such that one of the

full secret keys issued in Phase 1 satisfies T ∗. The simulator chooses random s and then

computes the following encodings. It uses linear secret sharing scheme (Refer Appendix

B) to represent access policy T ∗. We use label λi to denote shares of s for all relevant

attributes i.

E0(βs) representing C0 = gβs.

E1(θ) representing C1 = e(g, g)θ

E0(biλi) representing Cy = gbiqx(0)

E0(bitiλi) representing C ′
y = H1(i)biqx(0)

4. Phase 2 The adversary can continue querying with the constraint that none of the full

secret keys satisfies the challenge policy T ∗.

Thereafter, adversary can perform group operations on the elements received from the

interaction with the oracle. We make the following two assumptions:
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1: The adversary can only use input values it received from the simulation or obtained

from the oracles.

2: There are p distinct values in the range of both the encodings E0 and E1.

An unexpected collision would be when two queries corresponding to random choices

of variables coincide. However, the probability that any such collision would happen

is at most Pr = O(d/p), where d is degree of polynomial and p is the prime order of

cyclic group G. In our scheme, we use qx(0) term of a polynomial, hence d = 1 and

Pr = O(1/p). For q number of queries, the probability turns out to be
q∑
0
O(1

p
) i.e.

O( q(q+1)/2
p

) = O( q
2

p
). Hence, the probability is bounded by O( q

2

p
).

Now suppose θ = αs, we show that the adversary can make a query of the form c′αs for

some constant c′, but such a event cannot happen in polynomial time. Since, E1(θ) is an

element of group G1, the adversary cannot perform group operation with elements of G.

The adversary can ask to multiply θ c times, and obtain θc = αs. He can construct two

queries q1 = θc1 and q2 = θc2. On subtracting, he will get

q1 − q2 = (c1 − c2)θ = c′θ

In order to get a query of the form c′αs, adversary can perform following group opera-

tions:

1. Perform pairing operation with the base component of user’s secret key K0 and βs to

get encoding αs+ sr.

2. An Adversary can construct following query by pairing encoding of the user and the

mediator secret key components with bi as below:

c′αs+ c′sr− {c′[aiλir+ aiλi − aiλi]}ni=1

Next to obtain term c′αs, the adversary needs to cancel term c′sr. However, this is

not possible as the adversary is not allowed to ask for key components that satisfy the

challenge policy T ∗ and hence {c′aiλir}ni=1 does not sum up to c′sr. Therefore, the

49



adversary cannot construct a query of the form c′αs.

We consider four different cases and show that the adversary cannot construct a query of

the form c′αs and hence cannot decrypt a message.

Case 1: Corrupt Authorities: Consider a case where an adversary can use the secret key

component of the attributes assigned to some corrupt authorities. Using these compo-

nents, he can form the secret key components of the user and the mediator. Thereafter,

an adversary includes some of these corrupt attributes in the challenge policy T ∗. Since,

the challenger has a list of corrupt authorities obtained in setup step, it returns different ci-

pher text components for corrupt attributes as compared to the remaining good attributes.

It returns following encodings for set of attributes belonging to corrupt authorities.

E0(biλ
′
i) representing Cy = gbiq

′
x(0)

E0(bitiλ
′
i) representing C ′

y =H1(i)biq
′
x(0) An adversary can construct a query of the form

c′αs+ c′sr− {c′[aiλir+ aiλi − aiλi] + c′[aiλ
′

ir+ aiλ
′

i − aiλ
′

i}ni=1

Since the encodings c′[aiλir] and c′[aiλ
′
ir] are different, an adversary cannot cancel term

c′sr and hence cannot construct a query of the form c′αs.

Case 2: Adversary impersonates a revoked user: An adversary has a share of user’s

secret key, but his GID is in the URL. In this case adversary can construct a query of

the form

c′αs+ c′sr− {c′[aiλir+ aiλi]}ni=1

c′αs+ c′sr− c′sr+ {aiλi}ni=1

Adversary can cancel terms 2 and 3, but he cannot cancel term 4 without the mediator’s

share of secret key. Hence, he cannot make a query of the form c′αs.

Case 3: By-passing the mediator: In this case, adversary has to construct query of the

form c′sr, in such a way that he could bypass the mediator. He could construct c′sβr

by pairing βs with rc′. However, since β is retained by the central authority, he can-

not obtain its inverse, and hence cannot cancel β from the query c′sβr to obtain c′sr.
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Therefore, adversary cannot construct query of the form c′αs without the mediator and

the user’s share of secret key.

Case 4: Adversary corrupts the mediator: The adversary has mediator’s share of the

secret key which satisfies the policy, while he will not have the corresponding user’s

share of the secret key. In this case he can construct a query of the form

c′αs+ c′sr+ {aiλi}ni=1

It can be seen that adversary cannot cancel term 2 and term 3 as user’s share is missing.

Hence, in any case, an adversary cannot make a polynomial query which has the form

c′αs.

Hence proved.

3.4 Future Enhancements

The mediator processes decryption requests related to all the authorities in a multi-authority

environment. If the mediator is compromised, the users might suffer from a denial of service

(DoS) attack as they would not receive information necessary for decryption from the mediator.

The schemes proposed in this report (SASM and MASM) suffer from this limitation, but it is

possible to extend the MASM scheme to one with multiple mediators (MAMM) using an idea

similar to the one proposed in [48].

In this scheme, different mediators would be responsible for different roles. If one of the

mediators is compromised, only users possessing that role would suffer from a DoS attack

and their keys would have to be renewed. This would be one approach to make the schemes

proposed in this report more robust. In Figure 3.6, we depict a scenario of a University where

users fall into three different roles viz. students, faculty and an administrative staff. There

are three different mediators responsible for these three different roles. Hence, if the student

mediator is compromised, only students have to suffer DoS attack.

Furthermore, all previous approaches have assumed that a secure channel is used to send

the revocation list. No one has discussed the security loopholes in the revocation list itself. We
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Figure 3.6: Multi-Authority Multi Mediators

suggest that an organization could deploy PKI at a higher level domain between authorities and

a mediator to ensure a secure URL. In such a scheme, a revocation list is signed by a Central

Authority that could be verified by a mediator before using the list.
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4. Implementation Methodology

We have prototyped our scheme for the following test application and have implemented our

algorithm using the CP-ABE toolkit1.

4.1 The Test Application

The proposed scheme is suitable for applications where multiple users associated with an orga-

nization consisting of multiple authorities are desirous of sharing information securely. It can

be used in an organization to provide role based access control (RBAC) to sensitive informa-

tion.

We prototype our scheme for an educational institute to enable access control as illustrated

in Figure 4.1. The role of a trusted authority is assigned to the administrative authority. The

role of multiple authorities is distributed among various departments such as computer science,

electronics, mechanical, civil etc. The faculty and students constitute the users who would be

able to use this infrastructure to exchange information (messages) securely. The mediator

module enables revocation.

As an example of role based access control, a faculty member might possess attributes from

two departments if he is teaching in both the departments. On the other hand, a student from

a particular department would possess attributes only for that department. Hence, the faculty

member will be able to access (decrypt) information related to two distinct departments, but

the student will only have access to information related to his department. Furthermore, if a

student or faculty is no longer associated with the institute, their GID is included in the URL.

They will hence no longer be able to decrypt any of the messages encrypted with the set of

attributes specified in their secret keys.

1http://acsc.cs.utexas.edu/cpabe/
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Figure 4.1: Proposed Test Application: An Educational Institute

Figure 4.2: Global Setup

4.2 Experimental Setup

The scheme was implemented using the CP-ABE toolkit. The sample implementation of the

scheme involves three authorities viz. computer science, electronics and electrical engineer-

ing departments. The faculty and students belonging to these departments constitute the user

base. The interface of the toolkit and the infrastructure setup are discussed next. The screen

shots of the executed commands are shown in Figures 4.2,4.3,4.4.4.5 and 4.6. The Table 4.1

summarizes all these commands.
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Command Option Arguments Output

cpabe-setup
-g No argument Global setup is executed
-p global public key filename and it generates global public

parameters
-m global master key file name and global secret key

cpabe-setup

-a No argument Authority setup is executed
-x global public filename and it generates
-p authority public key filename authority’s public key
-m authority master key file

name
and

No option set of attributes secret key

cpabe-keygen

-o secret key filename Outputs
No option global public key filename the secret
No option global master key filename key
No option secret key of authorities of
No option set of attributes a user

cpabe-enc
No option global public parameters Generates an
No option public key of all the authori-

ties
encrypted file

No option file to be encrypted with extension .cpabe

cpabe-dec
No option global public parameters Returns a decrypted
No option secret key of a receiver file
No option encrypted .cpabe file if the user is not revoked

Table 4.1: Summary of command used for implementation

Figure 4.3: Authority Setup
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Figure 4.4: Key Generation

Figure 4.5: Encrypt

Figure 4.6: Decrypt
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5. Performance Analysis and Results

5.1 Empirical Evaluation

We have executed our scheme on a Red Hat Linux Operating system, 64-bit processor, 2.53

GHz Intel(R) Core(TM) i3. The graph (Figure 5.1) shows key generation time for SASM and

MASM schemes with two (2-MASM) and three (3-MASM) authorities respectively. The key

generation time is linear in the number of attributes specified in the secret key for all the three

schemes. However, in 2-MASM and 3-MASM schemes, the key generation time increases as

compared to SASM scheme.

Figure 5.1: Key generation time of SASM,2-
MASM,3-MASM schemes

Figure 5.2: Decryption time by user for
SANM,SASM,MASM schemes

Similarly, the decryption time on user’s side depends on the access policy used to encrypt

the message. Same access policies with different combinations of AND/OR gates were tried

with all the three schemes. As claimed in theoretical analysis (Figure 5.2), the decryption time

in the SASM and MASM schemes is less compared to SANM scheme. This is because in the

later schemes, decryption is partially performed by the mediator thereby reducing the load on

the user. Also, note, that extending SASM to MASM does not have any impact on decryption

time on the user’s side. The curves almost overlap for SASM and MASM schemes.
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6. Conclusion And Future Work

In this report, we propose an approach for key revocation in a Multi-authority ABE. In the

process of explaining the need for proposing such a solution, we discuss an extensive body of

prior work and summarize the work done in the field of IBE, FIBE and ABE schemes.

Our scheme is based on Mediated CP-ABE (where a trusted third party mediator enables re-

vocation) and loosely inspired by the Single Authority no mediator (SANM) scheme proposed

by Bethencourt et al. We have discussed revocation in the existing SANM scheme. Thereafter,

we have extended it to a Multi-Authority setting with a single mediator - MASM. Next, we

have briefly discussed a more robust scheme that involves multiple mediators - MAMM.

We have implemented MASM scheme using a CP-ABE toolkit and as expected decryption

time on the users side was halved as compared to SANM scheme. Furthermore, key generation

time was linear to number of the attributes specified in the user’s secret key.

We proved the security of the MASM scheme using the generic bilinear group model.

The security of the scheme was proved using the random oracle assumption. Eliminating this

assumption and constructing a constant length Multi-authority ABE with revocation would be

an interesting future research direction.
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A. Computationally Hard Problems

In this chapter, we discuss various computationally hard problems and the security assumptions

used to prove IBE, FIBE and ABE algorithms.

1. Discrete Logarithm Problem : If g and h are elements of a finite cyclic group G then

a solution, x of the equation gx = h is called the discrete logarithm of h to the base

g in the group G. It is computationally hard to obtain x given h and g. Hence, the

discrete logarithm problem is useful in constructing different cryptographic algorithm

and systems.

2. Decision Diffie Hellman (DDH): The goal of DDH is to distinguish between (g, ga, gb, gc)

and (g, ga, gb, gab), where a, b, c ∈ Zp∗ and g is the generator of cyclic group G of prime

order p. In other words: Given (g, ga, gb, gc), DDH problem is to decide whether c = ab.

3. Computational Diffie Hellman (CDH): Consider a cyclic group G of order p. The CDH

assumption states that, given g, ga, gb for a randomly chosen generator g and random

a, b ∈ {0...p− 1} it is computationally intractable to compute the value gab.

4. Bilinear Diffie Hellman Assumption (BDH): LetG1 andG2 be two multiplicative groups

of prime order p. Let g be the generator of G1 and define e : G1XG1→ G2 to be a

bilinear map. The BDH problem in (G1,G2, e) is as follows: Given (g, ga, gb, gc) for

some a, b, c ∈ Zq∗, compute W = e(g, g)abc ∈G2. An algorithm A has an advantage adv

in solving BDH in (G1,G2, e) if

pr[A(g, ga, gb, gc) = e(g, g)abc] >= adv

where probability is over random choice of a, b, c ∈ Zq∗ and random choice of generator

g.

5. Gap Diffie Hellman(GDH): GDH is a group where CDH is hard but DDH is easy to

solve. G is a q-decision group for Diffie-Hellman, if the group action can be computed
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in one time unit, and DDH can be computed on G in time at most q. The advantage of an

algorithm A in solving the CDH problem in a group G is advCDHA = Pr[A(g, ga, gb) =

gab : a, b ∈ Zp∗] where the probability is over the random choice of a and b, and the coin

tosses of A. We say that an algorithm A(t,∈) breaks CDH in G if A runs in time at most

t, andAdvCDHA ≥∈. A prime order groupG is a (q, t,∈) GDH group if it is a q-decision

group for Diffie Hellman and no algorithm (t,∈) breaks CDH on it.

6. Augmented Bilinear Diffie Hellman assumption (q-ABDHE): LetG andGT be two mul-

tiplicative cyclic group of prime order p and g is generator of G. Given a vector of 2q+2

elements,

(g′, g′
αq+2

, g, gα, gα
2

, ....gα
q

, gα
q+2

, .....gα
2q

) ∈ G2q+2

as input, output e(g, g′)αq+1 ∈ GT . An algorithm A has an advantage adv in solving

q-ABDHE if

Pr[A(g′, g′
αq+2

, g, gα, ......gα
q

)] ≥ adv

over random choices of generator g, g′ in G, α in Zp and random bits used by A.

7. Strong Diffie Hellman (SDH): Let G1,G2 be two cyclic groups of prime order p, where

possibly G1 = G2. Let g1 be a generator of G1 and g2 be a generator of G2. The q-SDH

problem in (G1,G2) is defined as follows: Given a (q+2)-tuple (g1, g2, g
(x)
2 , g

(x2)
2 , ..., g

(xq)
2 )

as input, output a pair (c, g(1/(x+c)1 ) where c ∈ Zp∗. An algorithm A has advantage adv

in solving q-SDH in (G1,G2) if

Pr[A(g1, g2, g
x
2 , ..., g

(xq)
2 ) = (c, g

1/x+c)
1 ] >= adv

where the probability is over the random choice of x in Zp∗ and the random bits con-

sumed by A.

8. n-exponent CDH assumption(n-CDH)

Definition 1. Given a groupG of prime order pwith a generator g and elements ga, ga2 , ...., gan ∈

G where a is selected uniformly at random from Zp and n ≥ 1, the n-CDH problem in

G is to compute gan+1
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Definition 2. Group G holds (t,∈) n-CDH assumption , if no adversary running in time

at most t can solve the n-CDH problem in G with probability at least ∈.
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B. Security Models and Cipher text indistinguishability

An algorithm is acceptable only when it is semantically secure. Authors have used one out of

the two security models described below. The models are described with respect to the IBE

scheme described in Chapter 2.

1. Security Models

Random Oracle: Most of algorithms are proved theoretically secure using random

oracle security model, where an adversary has an access to a random oracle that is re-

placed by a random hash function for practical purpose. In cryptography, a random

oracle is an oracle (a theoretical black box) that responds to every query with a (truly)

random response chosen uniformly from its output domain, except that for any specific

query, it responds the same way every time it receives that query. As an example, it takes

key generation and decryption queries as an input and returns corresponding private keys

and a plain text message to an adversary.

Standard Model: The ideally secure scheme is a scheme whose security is proved

without using a random oracle. In cryptography the standard model is the model of com-

putation in which the adversary is only limited by the amount of time and computational

power available. Cryptographic schemes are usually based on complexity assumptions,

which state that some problem, e.g. factorization, cannot be solved in polynomial time.

Schemes which can be proven secure using only complexity assumptions are said to be

secure in the standard model. However, sometimes schemes designed for standard model

are inefficient compared to those proved using a random oracle.

2. Cipher text indistinguishability: It is one of the basic security requirement. Given an

encryption of a message randomly chosen from a two-element message space deter-

mined by the adversary, if no adversary can identify the message choice with probability

significantly better than that of random guessing (1/2), then the cipher text is consid-

ered to be indistinguishable. Indistinguishability under chosen plain text (IND-CPA)is

considered as the basic requirement whereas indistinguishability under chosen cipher
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text (IND-CCA) and adaptive chosen cipher text (IND-CCA2) is optional. IND-CCA2

is strongest security requirement. IBC refers such requirement with IND-ID-CPA and

IND-ID-CCA2 i.e Identity based indistinguishability. A security game is outlined for

IBE schemes as under. Figure B.1 gives an overview of the security game between a

challenger and an adversary.

Figure B.1: Security game

IND-ID-CPA: A simulator executes a game between a challenger and an adversary.

The challenger runs setup algorithm and will publish the public key, however it retains

the master key to itself. In phase 1, an adversary A can issue private key extraction

queries for an IDi. Once phase 1 is completed, an adversary A selects two random

messages M0 and M1 and identity ID (ID must be different from the one used in phase

1). The challenger picks random bit b ∈ {0,1} and encrypts the message Mb and sends

ciphertext C to the adversary. In phase 2, A can issue extraction and decryption queries

for any IDi 6= ID. Finally, A guesses a bit b′ ∈ {0,1} and if b = b
′ , adversary wins the

game. A scheme is said to be semantically secure if any polynomial time adversary A

has negligible advantage adv against the challenger, where adv = Pr[[b = b
′
]− 1/2].

IND-ID-CCA2: A simulator executes a game between a challenger and an adversary.
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The challenger runs setup algorithm and will publish the public key, however it retains

the master key to itself. In phase 1, an adversary A can issue queries q1, q2, ...qn either of

type extraction queries to extract private key of a user with IDi and decryption queries

to obtain plain text encrypted with IDi. The queries are adaptive i.e qi might depend

on qi−1 queries. Thereafter, an adversary A selects two random message M0 and M1

and identity ID (ID must be different from the one used in phase 1). The challenger

picks random bit b ∈ {0,1} and encrypts the message Mb and sends ciphertext C to the

adversary. In phase 2, A can issue extraction and decryption queries for any IDi 6= ID.

Finally, A guesses a bit b′ ∈ {0,1} and if b = b
′ , adversary wins the game. A scheme

is semantically secure against an adaptive chosen ciphertext attack if a polynomially

bounded adversary A has a non-negligible advantage adv against the challenger, where

adv = Pr[[b = b
′
]− 1/2]. .

IND-sID-CPA/CCA2: It is the weakest kind of security model wherein the adversary

has to submit the challenged ID initially before starting the game between a challenger

and an adversary. Phase 1 and Phase 2 are exactly similar to above two models except

the queries should not be fired for ID. Unlike, indistinguishability in CPA and CCA,

queries are not adaptive in nature.
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C. Bilinear Map

A map can be represented using two different notations: multiplicative or additive. Our scheme

uses multiplicative notation to represent a map. Any bilinear map must satisfy the following

properties:

1. Bilinear: The mapG1XG1→G2 is bilinear if e(P a,Qb) = e(P,Q)ab,∀P,Q∈G1,∀a, b∈

Z. For example: e(23,34) = e(2,3)12.

2. Non-degenerate: The map in G1 X G1 does not generate an identity element in G2 i.e.

e(g1, g1) 6= 1.

3. Computable: There must exist an efficient algorithm to compute e(P,Q) for any P,Q ∈

G1.
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D. Access Structure

The policy in attribute based encryption is specified by using an access structure.

1. Monotone Access Structure: Let {A1,A2, ....An} be a set of attributes. A collection A⊆

2{A1,A2,....An} is monotone if ∀B,C : ifB ∈A andB ⊆C thenC ∈A. A monotone access

structure is a collection A of non empty subsets of {A1,A2, ....An}, i.e. 2{A1,A2,....An}.

Any monotone access structure can be realized by Linear Secret Sharing Scheme.

2. Non-Monotone Access Structure: Unlike monotone access structures, non monotone ac-

cess structure will have not attribute of every attribute Ai in set A and hence the number

of attributes will be doubled. Non-monotone access structure for the above example will

be Masters, notMasters, Computers, notComputers, 2011, not2011 The structure has six

attributes.

3. Access Trees: Let T be a tree representing an access structure. Each non leaf node

represents a threshold gate described by its children and a threshold value. If numx is

the number of children of a node x and kx is its threshold value, then 0 < kx < numx.

When kx = 1, the gate is OR gate and when kx = numx, it is an AND gate. Figure D.1

represents an access tree with AND and OR gates.

4. Linear Secret Sharing Schemes: A secret sharing scheme S over set of attributes A

is called linear if the share of each attribute forms a vector over Zp and there exists

Figure D.1: Access tree policy
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a matrix M with l rows and n columns called share generating matrix for scheme S.

∀i = 1, ....l, the ith row of M is labelled by a function f as f(i). Consider column vector

v = (s, r2, r3, ...rn) where s ∈ Zp is secret to be shared and r2, r3, ....rn are randomly

chosen, then Mv is the vector of l shares of the secret s according to the scheme S. The

share (Mv)i belongs to fi.
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E. Lagrange’s Interpolation

Lagrange polynomials are used in Shamir’s secret sharing scheme in Cryptography.

Given a set of k + 1 data points (x0, y0), ...(xk, yk) where no two xj are the same, the

interpolation polynomial in the Lagrange form is a linear combination:

L(x) :=
k∑
j=0

yjlj(x)

lj(x) =
∏

0<m<k

x− xm
xj − xm

The constant term of the polynomial will be the unique root secret.
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