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Federal strength software

Business drivers are

changing the face of
information technology.

Virtualization and cloud computing are
optimizing resources, saving costs, and
offering new and exciting ways of deliver-
ing 24/7 services. Working practices are
also evolving with developers writing code
for cloud-based services that interact with
endpoint applications running on mobile
devices, iPads, tablets, and smartphones.
These changes are creating security chal-
lenges for organizations that need to
protect proprietary or sensitive data. The
ActioNetAgile™ Software Security Group
is ready to be your single vendor and
expert for your application security testing
and deployment needs.

For customer’s experienced in Agile soft-
ware development, we offer experienced
security assessment, process improve-
ment, training, and software security test-
ing services nationwide. Our experienced
IT security professionals have successfully
established and operated secure software
development programs for government
clients and have established mature
processes for testing applications and
coding libraries.

security for your
commercial business.

The application security architecture and
integrated application security testing
approaches we use are based on industry
best practices. These include OWASP,
ISO 27K and BSIMM frameworks, paired
with an Agile system engineering life cycle
methodology that will reduce cybersecurity
risk while promoting transparency in
development work.

ActioNetAgile™ is now making avail-
able its development of secure govern-
ment software to commercial custom-
ers through its SoftwareSecurity Test-
ing & Process Deployment services.

ActioNetAgile™ builds security into all of
the Information Technology disciplines
ensuring all layers of infrastructure and
applications are protected and proactively
monitored. Our processes are continually
being improved using the latest industry
best practices and lessons learned from
our own software development process.

If you are interested in understanding more about our service and capabilities,

please feel free to contact XXXX@XXXX.com or call xxx-xxx-XXXX.




Benefits

® Reduces the cost of implementation by adapting security testing processes used by ActioNet’s own
development teams

Integrates security testing checkpoints into automated Agile software development activities

¢ Mitigates cybersecurity risk through a process driven approach for flaw validation, prioritization and
correction

Validates a customer’s secure development needs through assessment - ActioNet’s “Top 10 Security
Software Competencies”

Simplifies integration of secure software architectural components through pre-tested libraries

Service Features
® Provides Information Assurance policy development support

¢ Conducts Dynamic & Static Software Security Testing “as a Service”

Provides assistance with process implementation - applying lessons learned

¢ Supports flaw tracking and mitigation process

Validates the software supply chain - including open source software

Continuous DevOps security monitoring available

ActioNetAgile™ Software Security Competencies

Secure Agile SDL Secure DevOps

Security Service Levels (SSL) Operational Compliance (OC)
Standards & Requirements (SR) Configuration Management (CM)
Architecture Analysis (AA) Change Control (CC)

Code Review (CR) Deployment Processes (DP)
Security Testing (ST) Penetration Testing (PT)

Defect Management (DM) Incident Response (IR)
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