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26.5%
Compound annual growth 
rate of business spending 
on cloud security tools4

22%
Companies that have  

“no confidence” they can 
respond to, or recover 
from, a cyber incident 6

128 billion
Total global spending  
on IT security by 20205

79%
Companies that cite cyber 
as a top five enterprise risk 7

The persistence of cyber threats
It’s a testament to the tenacity and opportunism of cybercriminals that 
not even the worst pandemic in 100 years could stem the relentless 
tide of cyberattacks. Indeed, by all accounts, COVID-19 was simply 
folded into the ever-evolving repertoire of spear phishing lures used to 
dupe unwitting victims into turning over sensitive data or downloading 
malicious software.1 Coupled with the sudden and dramatic shift to 
remote work, which threw open the door to waves of fresh attacks on 
newly vulnerable business networks, the pandemic proved to be just 
another opportunity for the cyber underworld.2

While it may not quite be 
“business as usual” for 
cyber insurers, they still 
face many of the same 
critical challenges today 
as they did before 
COVID-19 burst onto  
the scene. Many cyber 
underwriters still seek a 
better understanding of 
cyber exposures, loss 
histories, and the unique 

risk factors presented by individual prospects. They’re also attempting 
to integrate cyber underwriting into the accelerated, digital workflows 
that have become increasingly common with other lines of business. 

Compounding the challenge of cyber underwriting is the nature of the 
risk itself. As the pandemic has amply demonstrated, cyberattacks 
often morph and evolve. The nature of the vulnerabilities they exploit is 
also fluid, transforming with every new operating system, device, and 
technological advancement. Today’s beneficial app or wearable device 
could become tomorrow’s vulnerable backdoor to a corporate network.

Not surprisingly, many businesses have little confidence in their ability to 
respond to and recover from a cyber incident. Indeed, just 11 percent of 
businesses reported having high confidence in their overall cyber resiliency.

This is a critical reason why cyber underwriting must be deeply informed 
by cybersecurity practices. Effective cyber underwriting is achievable 
with an insurance + security framework. 
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What insurers need to more effectively
underwrite cyber exposures

Cyber insurance is often a uniquely challenging market in large measure because many 
companies lack a substantive claims or loss history. There are few available sources of 
aggregate cyber loss data, and the risks are dynamic—evolving at the speed of code. 

For cyber underwriters, the foundation of solid risk assessment includes the following inputs:

Firmographic data: What is the nature of the business you’re insuring? Firmographic 
data includes the essential details such as number of employees, NAICS industry code, 
and revenue.  

Cyber loss history: Has the prospect company  
suffered from cyber losses in the past?

Business insights: How does a prospect’s 
ownership type (private, public, etc.), payment 
systems, years in business and number of 
employees impact their risk profile? 

Cyber exposures: Are they using outdated 
operating systems? How concentrated is its  
business in the cloud? How robust is its  
network against disruption and interruption?

“The lack of data on  
cyber incidents is a  
significant impediment  
to the management of 
cyber risk, including  
the transfer of cyber 
exposures to insurance 
markets.”

– Organization for Economic Cooperation  
and Development.

Cyber threats by the numbers

estimated economic 
damage if a single 
major cloud provider 
goes down for  
3-6 days8

19 billion
$ 4.1billion 5.2 trillion

$41%65%
percentage of U.S. 
businesses that have 
suffered a cyber- 
attack at some point 
in their history9

number of records 
exposed in data 
breaches in the first 
six months of 201910

growth in ransomware 
attacks in 201911

projected amount  
that cybercrime  
will cost global  
businesses by 202412
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Cybersecurity checkup: How frequently is the company 
issuing patches and software updates to harden its networks 
and devices to intrusion? Is the company practicing good 
cyber hygiene? 

Threat intelligence: Is a prospect company working  
in a heavily targeted industry, such as healthcare or  
financial services? Has the company been the target  
of adversarial attacks?

Recent news: Is there anything in the news that would 
suggest the prospect is at a heightened risk for a cyberattack?

Cyber risk selection: What’s the current risk profile of  
your applicant? How do they compare to their peers? 

Seamless integration into underwriting workflows: Assembling the aforementioned data and analyzing 
it with comparable efficiency to other commercial lines is a paramount concern. All the cyber loss data and 
analytics in the world isn’t as useful if it’s not quickly accessible and actionable. 

Verisk’s Cyber Underwriting Report
Allowing insurers to analyze and underwrite cyber coverages quickly is, as we’ve seen, the signature 
challenge of the cyber insurance market. Verisk’s Cyber Underwriting Report is designed to do just that. 

With just a few keystrokes, the Cyber Underwriting Report synthesizes a prospect company’s unique 
exposures and returns a cyber score that calculates: 

✔  A score summarizing how a risk compares to: 
 •  its industry and revenue peers
 • its industry peers alone
 • its revenue peers alone

✔ Qualitative findings for additional context on each score

The Cyber Underwriting Report leverages an unrivaled data set that is supplemented with risk analytics on 
the effect of firm age, number of employees, payment systems, and ownership type (private, public, etc.) 
on cyber risk. 

In addition to its underwriting insights, the Cyber Underwriting Report serves as an underwriting workup 
for a customer’s file, complete with prefilled application fields and validation performed on the information 
contained in the application. 
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Unique data assets  =  powerful insights
The Cyber Underwriting Report helps provide a comprehensive view of a prospect’s cyber risk.

  Proprietary technology 
Get real-time cybersecurity information on any organization with an Internet domain.  
Information is returned in approximately 30 seconds.

  Insurance-specific scoring  
See a company risk score for more accurate pricing  
and risk segmentation 

  Real-time analytics  
The Report’s scores and metrics are run and returned  
in real time. 

  Greater flexibility
 •  Users are able to overwrite key business characteristics 

with known values from an insurance application.
 •  An efficient, interactive workflow

  Powerful analytical models
 •  The report’s model provides underwriters with a view of risk by coverage, accounting for  

business and security characteristics.
 •  The model includes peer group, as well as industry and revenue peer comparisons and scoring.

  Enhanced search

Technical deep dive: Domain scanning
Commercial property insurers know that applications and surveys aren’t always enough to get a clear view 
of the potential loss exposures in a building. Sometimes, only a seasoned building inspector can identify  
the critical exposures. But how do you conduct a cyber inspection?

Getting exhaustive security information on a company prospect needn’t be an exhausting experience.  
The Cyber Underwriting Report uses proprietary technology to perform a detailed analysis, in real-time,  
of the security architecture of a prospective firm using nothing more than the company’s URL. The Report 
returns an in-depth, qualitative analysis, revealing critical details on a company’s security culture, including:

Web encryption and vulnerabilities: The URL scans provides an analysis of the company’s web 
encryption, including what protocol it’s using, whether there are known vulnerabilities associated with that 
protocol, and whether the encryption they’re employing has ever been broken. The vulnerability scans 
observe potential weaknesses across operating systems, server software, and web browsers, which may 
allow an attacker to gain access to an organization’s systems.
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Email security: Email security can be evaluated by 
looking for the presence and proper configuration of the 
DMARC, DKIM and MX records. These email authentica-
tion and security protocols can improve a company’s 
defenses against phishing attacks and spam. Examination 
of the Sender Policy Framework email authentication 
helps us determine whether a company is vulnerable  
to having unauthorized emails sent from its domain. 

Cybersecurity hygiene: We look for evidence of 
cybersecurity hygiene from the outside in. This includes 
searching for evidence of proper implementation of IT 
best practices, including the detection of out-of-date  
and unsupported operating systems and browsers, 

open ports, exposed Remote Desktop Protocol (RDP) and peer-to-peer file sharing behaviors.

Threat analysis: These scans check for evidence of inbound adversarial activity including botnet, 
malware, spam, exploitation, crypto-jacking, and ransomware activity. Evidence of traffic to known 
phishing sites and evidence of brute force login attempts are also reflected in the threat analysis.

Compromises: Compromises include observations of outbound malicious activity including traffic to 
blacklisted sites, known phishing sites and malware domains, which indicate potential compromised assets.

A cyber suite for the future of cyber risks
The Cyber Underwriting Report is one component of Verisk’s suite of cyber solutions that includes 
policy forms, rules, loss costs, cyber risk modeling, and the Cyber Data Exchange, a cyber insurance 
data pool that aggregates and summarizes cyber policy and claims data.

Collectively, the Verisk Cyber Suite helps insurers manage cyber risk across the policy lifecycle with 
confidence, speed, and efficiency. 

To learn more about Verisk’s cyber suite, please visit: verisk.com/cyber

http://www.verisk.com/cyber
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